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Abstract

The context of this thesis is contemporary ebusiness with a practical emphasis on networks, database interaction and XML. This thesis first sets a context of current ecommerce, then three main areas for improvement within ebusiness are focused upon, namely, searching, semantics and security. These are collectively described as the three Ss.

The aim is to analyse the three problem areas identified and investigate how the XML data description format may be able to help facilitate improvements in these areas with some focus on the subject of conducting EDI transactions over the Internet.

In order to provide a concrete basis for authoritative discussion of how XML can affect the three issues identified they have been exemplified with an experimental website. An evaluation of current web-database interaction technologies was conducted to find the most suitable tool, which was then implemented. XML was then applied to this site and the issues surrounding its use explored with reference to the problem areas represented by the three Ss.

The conduct of the thesis was informed by real world case studies as well as materials from both University and industrial research groups. 

The result is that strategic business implications of XML are drawn out providing insight at a business management and technical level into how XML can open up new areas of business as well as help with some of the problem areas identified. These implications are made within a contextual discussion of ecommerce and its continual progression.
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Chapter 1
Introduction

“As a historical matter, the Internet and its predecessor systems were developed in a largely academic environment focused on research, information and resource sharing and a general atmosphere of cooperative enterprise. By 1990, the environment began to change. For one thing, Internet services were just beginning to be made available on a commercial basis. As the cross section of users changed from its academic and military origins to encompass the business sector and the general public, a far broader range of behaviors were manifest in the Internet world. Various kinds of vandalism and other deliberate attacks increased in incidence.” [Cerf 2001] 

Nearly two-thirds of people in the UK - or 33 million - now use the Internet, according to a survey by Jupiter MMXI  [BBC 2001]. Whilst the UK reports near saturation levels of Internet users the US reports 63 percent growth in the number of broadband users (7.1 million homes and businesses) over the last half of 2000 according to US governments Federal Communications Commission [Associated Press 2001].

These figures paint a picture of increasing hunger for Internet services despite a drop in US/UK PC sales and general IT related industries. Coupled with an increase in Internet saturation is a change in the nature of Internet use. The web is changing from a one way publishing machine to a two way interactive data communications medium. Technologies such as ASP and JSP are allowing real time applications to be run on web sites which allow services such as online banking, recruitment and share dealing.

XML is the latest web technology to be developed to increase the sophistication of our online experiences though as yet the promise of XML is mostly undelivered. 

The possible benefits of adopting this technology need to be analysed in the context of current technologies and the business world that IT budgets increasingly have to justify themselves to. This project sets out to investigate the current and future progression of ecommerce with relevance to XML.

1.1 Aims of the project.

The aims of the project are to

1. Set a contemporary commercial context for ecommerce that can lead to problem identification.

2. Evaluate and compare popular web database interaction technologies such as JSP, ASP, PHP and Coldfusion.

3. Implement the most suitable of these technologies on a business consultancy Vortal (niched portal) to provide a context to evaluate the impact of XML.

4. This portal will be called www.businessconsultancy.net and will have a recruitment database, contract bidding system as well as an ecommerce shop.

5. Analyse how XML technology will affect these kinds of implementation in the future in terms of the benefits it can bring technologically.

6. Implement XML on the experimental site.

7. Interpret these technological benefits into concrete business implications with particular relevance to EDI and ecommerce in general.

8. Summarise findings.

The diagram overleaf shows the progression of the project from a contemporary contextual identification of the problems facing Internet based ecommerce. The three problems are identified and then exemplified on the experimental website. XML is then implemented on the site and potential benefits are analysed. Finally the business implications of XML are discussed with relevance to EDI with a discussion on Internet security. The business implications of XML are expanded upon and conclusions bout the future of ecommerce are made along with an evaluation of the project itself.

Figure 1.1 flowchart representation of the projects logical progress in meeting these aims in terms of chronology and thinking.
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In order to achieve these goals effectively it would be helpful to discuss the  current ecommerce environment.

1.2 Ecommerce Context and positioning.

There are many definitions of ecommerce, which are quite wide ranging in their view. For instance many European definitions see ecommerce including any financial transaction that is made through an electronic medium. This would include credit card transactions over the phone.

European Union Definition “ Electronic commerce is a general concept covering any form of business transactions or information exchange executed using information and communication technology.”

[Esprit 1997]

Or a definition that can exclude EPOS (electronic point of sales) sales is

“formulating commercial transactions at a site remote from the trading partner and then using electronic communications to execute that transaction.”

[Whiteley 2000]

“Electronic commerce is commerce enabled by Internet –era technologies.”

[Seddon 1997]

It is important to remember that ecommerce does include all electronic transactions but that the general understanding tends to be associated with dotcoms trading over the Internet such as Amazon and eBay.

There has been a gap between the expectations of ecommerce and the delivery of ecommerce businesses. Share prices of dotcoms have plummeted and there has been mass consolidation. Coupled with a general downturn in the US markets and a global IT downturn, dotcom share prices may not have turned the corner yet. Many ecommerce businesses use advertising as their main revenue stream however economic downturn encourages a lowering of advertising budgets and therefore lower income streams for pure ecommerce companies [Ward Hanson 2000].

London dotcom stock exchange prices over the last year

There are seven companies left on the main London Stock exchange list with “.com” as part of their name. Below is a 12 month graph of their share price performance to date [London Stock Exchange 2001].

These graphs represent only the price attached to these companies shares by the market and as such are not an objective measure of actual worth as markets tend to fluctuate of course. As can be seen there is a clear pattern of massive decrease in share value.

Figure 1.2 BIZZBUILD.COM 

12 month share performance on London Stock exchange
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Figure 1.3 CHARTERHSE.COM 

12 month share performance on London Stock exchange 
[image: image3.jpg]El

5

a

ES

El

2

e

185

0

Sep00 OCtOD NovDD DecOD  JanOl

Feb01 Mear01

Apro1

May01

Jun0t

ot

Aug01





Figure 1.4 COMMUNITIE.COM 

12 month share performance on London Stock exchange 
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Figure 1.5 LASTMINUTE.COM 

12 month share performance on London Stock exchange 
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Figure 1.6 NETVEST.COM 

12 month share performance on London Stock exchange 
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Figure 1.7 TELME.COM
 12 month share performance on London Stock exchange  
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Figure 1.8 WILINK.COM

 12 month share performance on London Stock exchange  
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Judging from these graphs the massive potential that ecommerce represents is not currently being realised or at least isn’t being perceived as such by the market.

There are a number of problems in the practice of ecommerce that need to be solved. The first problem could be said to be previous over valuation of ecommerce stocks. Many stock investors enthused by the new technology have overpaid for stock issues up to £4.80 for lastminute.com which is now 38p a share (September2000 to September 2001).

In fairness to many ecommerce experts the potential problems have not been overlooked completely from the beginning. Authors like Michael De Kare-Silver in eshock [DeKare 1998], David Whitely [Whitely 1999] and Kalakota [Kalakota Whinston 1998] identified security and privacy problems early on in the boom.

1.2.1 Problem discussion and the Three Ss.

The three fundamental problems for ecommerce that underpin this thesis are.

1. Searching- Finding the required information/product on the Internet.

2. Semantics-Specifying the exact meaning of order information irrefutably.

3. Security-Transferring order information over the Internet in a secure fashion to engender trust.

These can collectively be described as the “three Ss”

[Author 2001].

1.2.1.1 First Problem- Searching for the required information.

There are presently 2.5 billion documents on the Internet, growing at 7.5 million per day.  If we include Intranets and extranets, the number of documents rises to 550 billion [McGovern 2000].

This can provide an increasingly large opportunity for disorganisation as Rob Gingell, chief technologist for Sun Microsystems Inc.'s Software Systems Group has been quoted as saying “ the Internet is in a 'You ain't seen nothing yet' kind of state, Just structurally we have today only about 20 percent built out. As big as you think the Internet is now, it's still got a long way to go.” [Holland 2001]
The Internet is an expansive network with as rich diversity as the wide interests of the Human race. On top of the Internet sits the World Wide Web. The webs weakness could be said to be a lack of focus. The nature of the <a href> link and the way it is employed encourages sideways searching for a piece of information that gradually becomes side tracked from the originally intended goal.

The need to locate a piece of information quickly and accurately is crucial for e-Commerce as the information needed might be where to buy a particular product for a certain price at a certain time. One approach has been to list all the resources on the Internet into a directory or search engine like Yahoo and Google. These databases allow textual searches based on keywords.

“The popularity of the Internet has generated an explosion in the number of accessible information sources. In addition, recent advances in wide-area networking have led to a push for a logically unified, yet physically distributed, information repository accessible through the Internet. The architecture of data resources and sources should be scalable and able to accommodate hundreds and thousands of databases. These are called Internet databases.”

[Bouguettaya 1998]
Search engine databases like Google have no expertise in a specific area so they are not very good at judging relevancy and quality, hence frustration when searching for a particular subject.

The problem has been answered to an extent with the Vortal, which is an Internet based resource like a portal but more vertically focused to a particular subject area.

A Vortal can provide information through it’s own database and narrow down the search for a particular piece of information. Vortals play a part in the vertical segmentation of the web into more manageable and specialised areas of expertise. [Webopedia 2001]

An excellent example of a Vortal is www.techrepublic.com that services the information needs of the IT professional. Visitors to a Vortal site are there to find information in an efficient manner so the efficient performance of the online database is key to the success of the online business. Sites like Techrepublic handle many complex data requests every minute and so have to use the latest and most efficient data handling technologies to achieve this. Sites like Techrepublic are characterised by low graphical content but high information interactivity.

Many promotional sites that sell a one off product which will only be visited once tend to use highly graphical content. These sites do not attempt to draw the user into a long-term relationship and data interactivity is minimal. Rich media content is used by entertainment leisure sites effectively to add visual interest. This typically includes macromedia type products such as Flash and Director. However for quick information interactivity these products do not offer the best solution. The large file size and slow reaction speed of the flash/shockwave plug in has generated criticism from outspoken website experts such as Jacob Nielsen [Nielsen 2000].

As the Internet matures websites that provide a service to its clients day in day out are evolving. These sites main commodity is up-to-date information and ease of access to it. An example of this would be www.forrester.com, which provides market research for paying clients who will usually visit the site on a regular basis. In order to allow data interactivity the connection between the client browser and the databases is of utmost importance.

Organisations such as the BBC and the Times are using their websites to build on their reputations by providing rich information that draws a certain audience on a daily basis. As a promotional channel the World Wide Web is unprecedented, so now more major companies integrate their systems to the web site so as to interact with their stakeholders.

Websites such as Accenture.com and infoworld.com are now starting to use XML. The pages that are printed using XML will be easier to locate in future search engines as the information has more specific meaning, which will be explained in Chapter 7.2.

1.2.1.2 Back office integration.

‘Back office integration’ is the term often used to describe the interaction of normal office systems with the website. Back office integration is an acknowledgment that the website is a key part of the business itself and needs to evolve as the business develops. Integration can be achieved when a user within a browser can update a database within the hosting organisation and receive back information in this browser in real time. Ecommerce sites can use the browser like a shop counter.

This type of interaction is becoming more accepted as increases in acceptance of online shopping figures show. For example in the Microsoft-Tornado survey of 145 dot-com firms, 91 supplied an actual figure and the average percentage increase in sales for firms over a year old was about 57% [Tornado 2001].

Integration can give economic benefits as reported by Internet week.

“We've seen a lot of people who implemented a storefront that's not really tied into their ERP system, and they lose the benefits in terms of having to re-key data, which means they can't fulfil the orders easily," she said. "This is integrated into the system, which is important for mid-market companies that don't have a lot of money to do a custom integration themselves." The integration also insures that the retailer gets a 360-degree view of the customer, from customer prospect to ordering to fulfilment and customer support”

[Koller, InternetWeek 2001].

The ultimate level of integration is where orders can be taken and passed onto suppliers automatically. EDI type transactions like this have been the preserve of the very biggest companies but XML messaging using the Internet has been developed to provide this functionality.

1.2.1.3 Problem two – Semantics culturally and technologically

Semantic meaning of information transferred can have alarmingly different translations when dealing with many diverse countries and cultures. As the cultural and experiential understanding of Internet users is so varied the issue of semantics is key to global eCommerce.

Once the meaning of web data can be specified exactly then computers can be programmed to “read” web-based information and act upon it accordingly. Ironically there has been some confusion over the meaning of the “semantic web” as described by Tim Berners-Lee at W3C. Of course semantics will mean different things to different people but the W3C emphasis of semantics is the ability of XML to be machine-readable. The fact that a machine can read this information and derive strictly defined data from it has consequences for the way in which it can be used for humans to read the data also, as misunderstandings can be verified against a standard. XML can give similar structured meanings to a web-based document as previously associated with a relational database. 

Compatibility is also a factor as information is not only being transferred vertically through the organisations IT system but also laterally over the many cultural and corporate divides that make up the Internet. In order to make data compatible on a world stage standardisation of the data format is needed.

There has been global standardisation on how text should be represented on the Internet (HTML) and XML is HTMLs replacement [w3.org 2001] as it allows better representation of data. Potentially XML can be the next evolutionary stage of Internet data transfer especially as it tackles the issue of data semantics.

1.2.1.4 Problem three – Secure communication

Back office Interactivity relies on database records to be both read and write which places a lot of trust in the eCommerce web system. Security becomes an issue as the user or hacker can make changes to the system and interact in damaging ways.

Of increasing concern to potential ecommerce customers is the safety of their credit card numbers and personal details [Borg 1997].

If ecommerce is to be successful then secure transactions will be needed especially in the more sensitive B2B arena. The benefit of traditional EDI implementations using VANS (Value added networks) has been security of transaction. Transaction security would need to be a feature of Internet based XML transactions if they are to fulfil the same role that EDI has and does fulfil.

1.2.2 XML solutions?

The problems outlined above collectively described as the three Ss have through various sources been said to be addressed by the new web standard XML. 

XML has been the subject of much research hype and speculation.

The main thrust of this thesis will be to find the main business implications of ecommerce.

What is XML?

The hype:

“think of XML as a combination …Rosetta stone and Oxford Unabridged Dictionary of the Web--a tool that will smash the language barriers now segregating different breeds of computer, different business-process software, and different database formats. For manufacturing, XML will transform Web sites from online parts catalogues into doorways for collaborating on everything from product design and prototyping to optimised production and intricately coordinated supply chains.” [Internet week, Ehrenman 2001]

The amount of IT media interest has helped encourage a third of US companies to study using XML for their systems as will be discussed in chapter 7 of this thesis.

XML has specifically been designed to allow cross platform compatibility over the web, which will include different operating systems and languages.

XML is a standard for describing data, which has been developed mainly by W3C. Similar in concept to HTML but more sophisticated, XML is concerned with actual data structure and the information contained rather than it’s visual representation in a browser.

XML is more specific in it’s meaning than HTML and the exact meaning of its tags can be verified by a central schema often held by an organising body. For instance ebXML which is a global cross platform standard for ebusiness transactions has a central verifying unit called EDIFACT and the UN. Any communications rules can be verified thus cutting out miscommunications.

So XML can help us find information more accurately, over more platforms and cultural boundaries.

XML has been heralded as the data standard for ebusiness ordering systems. XML as an international business standard could allow easier communications and transaction processing using the Internet as an open market. This can theoretically provide increased competition and associated efficiencies.

As XML is cross platform and strictly definable it can be used in EDI type transactions over the Internet that are completely automated like the EDI links used by large companies on dedicated lines. As the costs of doing this on the Internet are much lower compared to a dedicated line smaller businesses will be able to enjoy the efficiencies of automated ordering systems and perhaps most importantly be able to swap supplier easily using the Internet and the cross platform XML standard.

The idea of SMEs being able to have flexible EDI type transaction capability with any company they want via the Internet is alluring. There are however some problems with this concept as I will expand upon in chapter 4.

1.2.3 Setting the context for XML discussion.

In order to analyse the possible future benefits of XML this project has developed an ebusiness context to allow analysis of current web-database technologies as a benchmark.  www.businessconsultancy.net can act as a case study to refer to in future analysis and as a practical testing ground for the technologies being evaluated. The site has three facets that correspond to the three problems mentioned in 1.2.1.

· Search Engine (refers to problem 1 Searching for products).

· Portal with recruitment system (problem 2 specifying semantic meaning of information).

· Secure ecommerce shop (security of Internet transactions and communications).

This thesis will see how these problems are dealt with through the use of current technology and then see how XML might have been able to do the job better. These benefits will feed into the business implications of XML later on in the Thesis.

Before www.businessconsultancy.net could be implemented an evaluation, analysis and choice of current technologies needed to be made

Conclusion

This chapter has introduced and outlined the project, set a contemporary context for ecommerce and identified three problem areas for Internet based ecommerce. It has also introduced XML and outlined how this data description format has been billed as a possible cure for these problems. This introduction sets the stage for a more detailed evaluation of the current technologies that are used for web-database interaction.

Chapter 2

Evaluate and compare popular 

web-database interaction technologies

Introduction

Chapter 2 evaluates and compares contemporary web-database interaction technologies so as to provide a technology solution for www.businessconsultancy.net which will act as an experimental site upon which to implement and discuss the impact of XML upon ebusiness.

2.1 ASP

Active Server Pages is largely based on Microsoft IIS server and Visual Basic. In fact other languages like JSscript can be used to write the scripts and it is now available for the Linux/Apache platform in the form of the Chillisoft ASP product.

The essence of the technology is that the HTML is not actually created until the client browser reaches the web server and triggers the creation of the web page. This newly created web page is made by the web server running a script through the VBScript engine, which sends the HTML back to the web server and then the clients browser.

ASP can incorporate COM DCOM and ActiveX technologies.

ASP is similar in functionality to CGI but faster and with fewer security risks. ASP also has the benefit of only having to be compiled once unlike PHP and is therefore very fast. It can combine well with Microsoft desktop technologies such as Access and FrontPage. IIS 5 is now bundled free with Windows Professional but this is only for 10 concurrent users i.e. only 10 people can be interacting with the database from the website at any one time. IIS may now be “free” in a stripped down form but it also the target of a number of Internet attacks due partly to it’s popularity and Microsofts unpopularity.

Connections between ASP and a database require a driver, which would normally work using ODBC (Open Database Connectivity) or the more modern OLE-DB system [Connolly Begg 2001].

Here is an example of ASP code. Please note that the VBscript on server side programming cannot be seen in the clients browser using the view source feature, which helps preserve programmers work and protects the database network calls from prying eyes. Protecting the databases location and entry mechanism is crucial for ASP and all web page scripting technologies.

Example of VBscript used for server side scripting
<%@ Language=VBScript %>

<HTML>

<HEAD>

<TITLE>Example 1</TITLE>

</HEAD>

<BODY bgcolor=Lime aLink=DarkTurquoise>

<P> </P>

<%  Response.Write("Hello, world!")  %>

</BODY>

</HTML>

This code should be placed in a web editor such as DreamWeaver, FrontPage or preferably notepad and saved with the ASP suffix.

2.2 JSP (Java server pages) and JHTML (Java Hyper text Mark up Language)

JSP is a more open and less proprietary technology than ASP but is controlled largely by Microsofts competitor SUN Microsystems. JSP can be compiled once similarly to ASP and is written using the Java language (not Java/ECMA Script). In order to connect to databases such as Oracle or MySQL Java Database Connectivity drivers are required (JDBC).

JDBC technology lets you access virtually any tabular data source from the Java programming language. It provides cross-DBMS connectivity to a wide range of SQL databases and with the JDBC API it provides access to other tabular data sources such as spreadsheets.

JDBC allows developers to take advantage of the Java platform's "Write Once, Run Anywhere" capabilities for cross-platform applications that require access to enterprise data. With a JDBC driver, a developer can connect corporate data in a heterogeneous environment.  Essentially it makes it easy for a browser to interact with a standard traditional SQL database on a WWW or intranet platform. JDBC is supported by 125 companies that have produced drivers for their databases to connect to Java front end.
JHTML is a standard designed by JavaSoft (SUN) to be used with servers like ATGs Dynamo server and the J2EE Java platform. It is used for a number of large-scale eCRM portals such as TechRepublic and the NHS direct site. It is actually very impressive both in speed of delivery and consistency.  The sites visited with JHTML pages are some of the very best on the Internet. For example Reuters.com, roxio.com, Lastminute.com and sega.com. However now that Microsofts Internet Explorer is 90% dominant over Netscape Navigator and Microsoft have dropped Java support from their new XP operating system and Internet Explorer (that are tied together in XP) the future of Java as a consumer front end Internet language has to be questioned. This has been predictable given Suns legal action against Microsoft for 22 Million dollars over their misuse of Java. The URL http://www.zdnet.com/intweek/stories/news/0,4164,2797646,00.html

Contains details of the JVMs absence from XP. Future Microsoft incompatibility is a contributory factor for not choosing Java technology for this project.

2.3 Allaires Coldfusion. - (CFML language)
Coldfusion is a proprietary product that is designed to use CFML tags that are embedded into the source HTML page. These are referred to by the Coldfusion server, which can interact with the database.

Coldfusion is regarded as being quite easy to implement and generally a good product as proven by its wide use.

However due to the extra expense of running the cold fusion server many companies are choosing to use ASP instead. There are few things that Coldfusion can do that ASP can’t do more cheaply hence Coldfusions decline in usage.

2.4 PHP Personal Home Page
PHP uses open source code largely with Apache Server on the Linux platform with MySQL. It is finding increasing support and has been used for many leading ecommerce sites such as www.cooksons.com. PHP has to be compiled every time that the script is activated which makes it slow to use for large traffic sites. 

MySQL is a compact database server ideal for small applications. In addition to supporting standard SQL (ANSI), it compiles on a number of platforms and has multithreading abilities on Unix servers so improving performance. MySQL can be run as a service on Windows NT and as a normal process in Windows 95/98 machines.

PHP is a server-side scripting language like ASP. PHP script is processed by the Web server and after the server processes the PHP code, it returns plain HTML back to the browser.

In addition to being free (MySQL does have some licensing restrictions ), the PHP-MySQL combination is also cross-platform, which means you can develop in Windows and serve on a Unix platform.
2.5 SQL – Structured query language

SQL is a language for querying a database. An SQL query can be executed automatically using the scripting languages that we have just described.

SQL is responsible for the back end of the database system and has to react to commands generated from the web browser. SQL is the language that powers the main commercial databases such as Microsoft SQL server 7/2000 and Oracle 8i.

There are different connotations of SQL as Oracle have added more in depth commands in it’s PL SQL  language and Microsoft have also added proprietary commands/ GUI interfaces to their SQL server packages.

Sometimes mistakenly called sequel (name of an old computer), SQL is a concise language with very few commands and syntactic elements to learn. SQL command structures are simple and well-defined, so good programmers can create a query much more quickly than they could code a program to do the same thing. SQL queries are less prone to errors and easier to understand than many languages.

2.6 Technology Decision for www.businessconsultancy.net

The decision of database linking technology is of course dependant on many factors not just the relative efficiency of the technology. The factors that were relevant in this scenario are listed below in approximate order of importance.

Speed and efficiency

ASP needs to be compiled just once which makes it the quickest of the technologies in this list especially for large-scale sites.

Reliability

As ASP is backed up by a corporate entity i.e. Microsoft the perception is that the product should be more reliable. This is borne out largely by experience and word of mouth.

Compatibility with the rest of the system

As the project had access to Oracle 8 and MYSQL the choice was not limited to Access and SQL server. But in order to give cross application compatibility Microsoft are the only company that can offer the web server, database applications and operating system upon which it rests. Having one company to deal with is useful as they cannot push the blame onto another company if things go wrong.

Level of support

As the project already had windows 2000 professional, SQL server and IIS5 licensed with support there was some original bias. Linux red hat and other agencies do provide support for competing products such as Apache server. This support is charged for however there is a lot of free documentation in Apache user groups.

Ease of Use

ASP and IIS can be used via GUI driven applications. Visual Interdev is a widely used development environment for ASP. There are some disadvantages of using IDEs like Interdev as they cannot perform all the operations in as flexible a way as raw code. All of the ASP coding for this project was done using notepad. Also most of the HTML coding was done in notepad although Dreamweaver was used for some layout purposes. FrontPage was avoided due to the proprietary tags it can introduce thus making the page only useable on Microsoft servers and browsers.

Availability

Microsoft solutions have the advantage of being readily available and understood by many. Plus as stated the products were already physically available to the project.

For a smaller project with limited resources PHP and MYSQL on APACHE would be a good choice.

Conclusion 

The in depth comparison of web-database technologies led to a choice of ASP as it is arguably quickest, most available and best supported. The choice of technology has enabled work to begin on the Vortal which is outlined in the next chapter, chapter 3.

Chapter 3

Construction of an ecommerce Vortal called businessconsultancy.net

Introduction

Chapter 3 details the practical work of constructing a Vortal using ASP as decided in Chapter 2. The building process starts with requirements, design, implementation and then reflection. This Vortal is on the subject of business consultancy and will provide a platform to implement and discuss the impact of XML in ebusiness.

3.1 Requirements for the Vortal

The main requirement for the Vortal is that it should be representative of the general needs of ecommerce “portal style” sites so that when the site is analysed in terms of what could be done differently using XML the answers will be pertinent to current working practice.

The site needs to reflect the 3 problems areas (three Ss) that have been highlighted in the first chapter i.e. searching, semantics and security.

There are 3 main requirements of businessconsultancy.net that are common to many sites and that exactly relate to the three Ss. These will be implemented on the businessconsultancy.net site as described below. 

3.1.1 Searching -Search engine database connectivity- 

Requirement for businesses to easily search for an expert in a particular field and email without an “agency” in between. Must have the ability to search database for a suitably skilled person. 

Need real time input into an online database that can be immediately updated by the user.

A specialised search engine can help solve the first problem of how to find information on the Internet. XML usage will be very relevant to this area as XML allows more specific search criteria to be made.

3.1.2 Semantics-Online bidding for short term contracts

In order to investigate the role of semantics in the use of websites a bidding system similar in concept to ebay that allows authenticated log in, registration and personalisation will be constructed. The item offered for sale is the labour of an IT contractor. The user should be able to place their own job adverts and respond to other users adverts offering short term IT posts.  These users should be able to bid for contracts in a competitive way in order to get the best price for the person offering the contract. Contract negotiation is an area where semantics are crucial and can provide exemplification of the possible benefits of XML to web based information transfers.

This recruitment bidding system will be an interesting example to show future uses of XML in contract negotiation. When employment offers are made ambiguity of terms and conditions can cause mistrust between both parties. XML documents could be a convenient way to make the criteria of a contract more verifiable and less open to the semantic variations that can exist over the expansive market area that an online recruitment agent would have. This will be expanded upon in the XML chapters 5 and 6.

3.1.3 Security-Secure ecommerce shop

The eshop must be able to allow users to browse an online catalogue. It must be secure enough to take credit card numbers and customer details in a safe manner from clients. This will use PKI over an SSL/HTTPS link as per standard in a quality ecommerce site.

Exploring the viability of this process will illuminate the future use of EDI and XML to carry out business transactions on the Internet. As EDI has traditionally carried important business to business information that can generally be regarded as being of a more sensitive nature than B2C data (but not as sensitive as Government or Military data) then if the Internet is not safe enough for consumer data it can be inferred that it is definitely not safe for B2B data. Therefore the evaluation of an eshop using PKI will impact on the future viability of EDI transactions. This is especially true as EDI over the Internet and eshops use the same transfer protocols (SMTP, HTTP and FTP) and are subject to similar security issues. EDI over the Internet is expanded upon in Chapter 6.

3.2 Design of the Vortal

This section is divided into the graphical front end design and the back end consisting of an ASP application and an Access database.

3.2.1     Graphical design of front end

The Vortal has been designed with a magazine style front page that has a rollover menu along with some video, photographs and flash animation.

The rest of the site has been designed initially with minimal graphic content and maximum usability.  A plain elegant, no fuss approach to the aesthetic appeal of the site has been adopted. The front end pages have been put together using a mixture of Adobe Photoshop 6, Macromedia Dreamweaver 3, Flash 4 and Windows notepad.

Below are screenshots of the website with explanation and relevant coding.

3.2.1.1 www.businessconsultancy.net Homepage. 
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3.2.1.2 Search engine of IT consultants.
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3.2.1.3 Client entry form for the search engine database
Using client side Javascript validation see 3.4.1 for details of implementation.
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3.2.1.4 Short contract bidding system

HTML page with Javascript rollover menu (see below).
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Javascript menu rollover menu code from previous page:

<script language="JavaScript" src="navcond.js"></script>

<script language="JavaScript">
var myNavBar1 = new NavBar(0);

var dhtmlMenu;
//define menu items (first parameter of NavBarMenu specifies main category width, second specifies sub category width in pixels)

//add more menus simply by adding more "blocks" of same code below
dhtmlMenu = new NavBarMenu(100, 0);

dhtmlMenu.addItem(new NavBarMenuItem("Home", "http://130.88.173.174/paul/businessconsultancy.htm"));

myNavBar1.addMenu(dhtmlMenu);

dhtmlMenu = new NavBarMenu(100, 120);

dhtmlMenu.addItem(new NavBarMenuItem("Navigation", ""));

dhtmlMenu.addItem(new NavBarMenuItem("Job Adverts", "BrowseListings.asp"));

dhtmlMenu.addItem(new NavBarMenuItem("Register", "Register.asp"));

dhtmlMenu.addItem(new NavBarMenuItem("Login", "Login.asp"));

myNavBar1.addMenu(dhtmlMenu);

dhtmlMenu = new NavBarMenu(100, 120);

dhtmlMenu.addItem(new NavBarMenuItem("News", ""));

dhtmlMenu.addItem(new NavBarMenuItem("CNN", "http://www.cnn.com"));

dhtmlMenu.addItem(new NavBarMenuItem("MSNBC", "http://msnbc.com"));

dhtmlMenu.addItem(new NavBarMenuItem("ABCNews", "http://www.abcnews.com"));

myNavBar1.addMenu(dhtmlMenu);

dhtmlMenu = new NavBarMenu(110, 120);

dhtmlMenu.addItem(new NavBarMenuItem("Technology", ""));

dhtmlMenu.addItem(new NavBarMenuItem("News.com", "http://www.news.com"));

dhtmlMenu.addItem(new NavBarMenuItem("Techweb", "http://www.techweb.com"));

dhtmlMenu.addItem(new NavBarMenuItem("Wired", "http://www.wired.com"));

myNavBar1.addMenu(dhtmlMenu);

dhtmlMenu = new NavBarMenu(100, 150);

dhtmlMenu.addItem(new NavBarMenuItem("Search", ""));

dhtmlMenu.addItem(new NavBarMenuItem("Yahoo", "http://www.yahoo.com"));

dhtmlMenu.addItem(new NavBarMenuItem("Alta Vista", "http://www.altavista.com"));

dhtmlMenu.addItem(new NavBarMenuItem("Excite", "http://www.excite.com"));

myNavBar1.addMenu(dhtmlMenu);

//set menu colors

myNavBar1.setColors("white", "#000000", "white", "#ffffff", "#666666", "#000000", "#cccccc", "#ffffff", "#b0c4de")

//uncomment below line to center the menu (valid values are "left", "center", and "right"

//myNavBar1.setAlign("center")
var fullWidth;

function init() {
// Get width of window, need to account for scrollbar width in Netscape.

fullWidth = getWindowWidth()

- (isMinNS4 && getWindowHeight() < getPageHeight() ? 16 : 0);

myNavBar1.resize(fullWidth);

myNavBar1.create();

myNavBar1.setzIndex(2);

myNavBar1.show();

}

</script>

3.2.1.5 Registration Page
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On registration the password chosen by the user needs to be verified so that the password is confirmed as the correct password so as to eliminate spelling mistakes.

Again client side Javascript was chosen for this job. The object used for this role was the verifydata() object which used much in the same way as the previous example.
Java script Code used to verify password is entered correctly.

<SCRIPT language="JavaScript">

<!--

function VerifyData()

{

if (document.frmUser.Password.value != document.frmUser.VerifyPassword.value)

{

alert ("Your passwords do not match - please reenter");

return false;

}

else

return true;

}
-->

</SCRIPT>

3.2.1.6 Login page showing rollover
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ASP code needed to allow validated login with ACCESS 2000 database.

</HEAD> <BODY BGCOLOR="#FFFF80" onload="init()">

<div id="Layer1" style="position:absolute; width:190px; height:45px; z-index:1; left: 33px; top: 206px"><img src="login.jpg" width="139" height="36"></div>;

<div id="Layer2" style="position:absolute; width:480px; height:115px; z-index:2; left: 278px; top: 466px"><font face="Times New Roman, Times, serif" color="#000000">

<%

If Request("SecondTry") = "True" Then        ' User's second attempt at logging in

If Request("WrongPW") = "True" Then

Response.Write "Invalid Password. Please try again: " & _

"if you get it wrong we'll ask you to re-register.<BR>"

Else

Response.Write "E-Mail Address not found. Please try again: " & _

"if you get it wrong we'll ask you to re-register.<BR>"

End If

End If

Response.Write "Please enter your e-mail address and password " & _

"to login to the system if you are advertising or responding. You must register first!"

%>

</font></div>

<P align="center">&nbsp;

<FORM ACTION="CheckLogin.asp<% If Request("SecondTry")="True" Then

Response.Write "?SecondTry=True"

End If %>" METHOD="POST">

<div align="center">

<TABLE BORDER=0 width="369" height="227">

<TD><font face="Times New Roman, Times, serif">E-Mail Address:</font></TD>

<INPUT TYPE="Text" NAME="email"

<% If Request("SecondTry") = "True" then %>

VALUE="<%= Session("EMailAddress") %>"

<% End If %>

SIZE="40">

<TD><font face="Times New Roman, Times, serif">Password:</font></TD>

<INPUT TYPE="Password" NAME="Password" SIZE="40">

<TD height="2"></TD>

<TD align=center height="2">

<INPUT TYPE="Submit" VALUE="Login">

&nbsp;&nbsp;

<INPUT TYPE="RESET">

</TD>

</TR>

</TABLE>

</div>

</FORM>

</BODY>

</HTML>

3.2.1.7 Menu for Users that have logged in
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3.2.1.8 Job Adverts to bid for
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3.2.2 Design of the ASP bidding system.

The coding for the bidding system has been done using vbscript in note pad. Here is a diagram to show the process flow relationships of the ASP pages.

Figure 3.1 Process Flow of sites ASP Pages
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3.2.3 Ecommerce shop

The third requirement for the Vortal was to have an ecommerce shop with functioning PKI and SSL connection.

As there is already a good ASP based free ecommerce shop package called Metacart I have based the shop on this software.

The package is freely downloadable from www.metacart.com.

The object of the exercise is to implement a PKI connection and develop a basis for contextual analysis of how XML can benefit ebusiness so we do not need to re invent the wheel with a new shopping cart software package. However modifications were needed to the package to make it fit into the Vortal design. These modifications are within the licensing agreement of the product.

3.2.3.1 HTTPS and secure credit card transactions

One of the modifications needed was the addition of the https protocol to allow secure connection between the browser and the server certificate. This is relatively simple to do by inserting an “S” after “HTTP” in the URL for the page.

The view over a secure connection dialogue box is then automatically invoked from the https address as long as the correct client and server certificates are downloaded to the correct files in IIS server.

3.2.3.2 SSL Cart connection page showing information for the user.
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3.2.3.3 SSL connection made using the https protocol.

Note the padlock symbol at the bottom right of the page and the https URL.
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In order to make the secure connection shown by the padlock in the bottom right corner a complicated process has to be completed. A simplified summary of the process of getting 128bit server certification for a website is outlined below.

3.2.3.4 How to set up a server certificate/PKI pair.

Creating a secure connection in a browser needs a public key and a private key. The message sent using a persons freely available public key can only be read by that person using their personal private key. When this is done both ways in a “secure handshake” using the secure socket layer protocol then the communication is said to be secure. When this handshake happens over the Secure Sockets layer of a PCs TCPIP architecture then the padlock symbol will occur in the browser to show that the connection is secure.

This connection can only occur when both browser and server have the correct digital certificate from a certification authority. Trustwise are the biggest CA (certification authority) in the UK and as part of BT work in conjunction with Verisign the biggest global CA. Essentially the process involves creating a public key or Client request file that is then sent to Trustwise who then send back the encrypted and verifiable private key. The private key will only work on the server that has the digital certificate purchased from the CA. A Server certificate is £249+ VAT.

3.2.3.5 Creating a Public key On IIS5 with advanced server.

Step1 Install IIS5 and certification manager
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Step 2 Right Click on default website and click on directory security + certificate
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Step 3 Fill in the wizard to create the Client server request file.
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Step 4 Enter project details which become part of BT database.
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Step5 insert URL of the ecommerce website to use the certification.
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Step 6 Personal details
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Step 7 Name of the txt file that represents the public key created by my server.
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Step 8 Confirmation of Details.
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Step 9 Completion and creation of public key.
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The actual public key created by IIS5 which is then sent to trustwise so they can create a private key to make a pair that can combine to create a secure connection using the SSL layer and verified by the digital certificate bought from Trustwise. The public key is an encrypted text file as can be seen below. This is the public key for www.businessconsultancy.net

Actual public key generated by IIS

-----BEGIN NEW CERTIFICATE REQUEST-----



--------END NEW CERTIFICATE REQUEST---------

This public key is sent to BT through a secure connection on their website and then BT send back a private key to make up the PKI pair.
3.2.3.6 Accepting the private key back from BT to create PKI pair.

This is the private key sent back from BT via a clear text email. This is a security risk as my private key should and has to remain private and sending it via clear text email is very insecure. Please see the next chapter for details about Internet security and how easy it is to read other peoples email.

Private key sent from BT

-----BEGIN CERTIFICATE-----

MIIClDCCAj4CECYCU1vtAaeo6CWkfAF4WbkwDQYJKoZIhvcNAQEEBQAwgakxFjAU

BgNVBAoTDVZlcmlTaWduLCBJbmMxRzBFBgNVBAsTPnd3dy52ZXJpc2lnbi5jb20v

cmVwb3NpdG9yeS9UZXN0Q1BTIEluY29ycC4gQnkgUmVmLiBMaWFiLiBMVEQuMUYw

RAYDVQQLEz1Gb3IgVmVyaVNpZ24gYXV0aG9yaXplZCB0ZXN0aW5nIG9ubHkuIE5v

IGFzc3VyYW5jZXMgKEMpVlMxOTk3MB4XDTAxMDgxMzAwMDAwMFoXDTAxMDgyNzIz

NTk1OVowgawxCzAJBgNVBAYTAkdCMRMwEQYDVQQIEwptYW5jaGVzdGVyMRMwEQYD

VQQHFAptYW5jaGVzdGVyMSswKQYDVQQKFCJQYXVsIFdyaWdodHMgVU1JU1QgTWFz

dGVycyBQcm9qZWN0MSAwHgYDVQQLFBdidXNpbmVzc2NvbnN1bHRhbmN5Lm5ldDEk

MCIGA1UEAxQbd3d3LmJ1c2luZXNzY29uc3VsdGFuY3kubmV0MIGfMA0GCSqGSIb3

DQEBAQUAA4GNADCBiQKBgQDDnw+aMQff9Xv/ecB+/fMtXrdxK196++XAMQaRsiXi

s/j6QQOb7R7YUg/gJeYGj0xEbx0VXr4b6GX1yxO7bj1HiQMLVa8GsDr7hZsYR8zb

fv5yeEy3P6HiDjP1owF0cSD+T/8w5Ki2BxAuAybNfcQy3yZB3idjuBoC0kcXLwqc

9wIDAQABMA0GCSqGSIb3DQEBBAUAA0EAJlGMdtYOBAvKRh8Ugcr/fqRaIn5VPcYI

ssqLnwBQHJAGmYrMxWREQOVKDcADl7y1gk23/f0YESXJEwNovm808A==

-----END CERTIFICATE-----
In order to set up PKI this private key has to be installed back into IIS5 correctly

Step 1 Start up IIS Server certificate wizard as before
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Step 2 Enter the path of the file sent back from BT (via CLEAR TEXT email)
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Step 3 Confirm details
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Step 4 completes the certification process
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Once the certificate and PKI pair have been installed then the server is ready to take information over the secure https protocol. This is the certificate for businessconsultancy.net.

Completed Certificate for www.businessconsultancy.net
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BTIgnite have an excellent system for all customers to verify ecommerce websites that have server certificates and PKI connections. On the web site at trustwise.com the database of certificate holders can be searched by anyone and the details of the certificate holder verified. Below is the verification for businessconsultancy.net which shows that the certificate was installed correctly and that the website is genuine.

BT Trust wise Search page for public to verify digital certificates.
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Results of search verification
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3.3 Implementation of the design

The website has been implemented on the Hardy Farm and UMIST networks thanks to the support of many UMIST staff who without exception have been completely committed to helping student projects like this one.

An IP address is provided with the halls connection and the www.businessconsultancy.net URL was redirected from the domain name registry www.names123.com to the IP address of the server.

This allows a seamless connection between the front URL and the actual server.

The server certificate for the IIS5 server that the shop was running from was provided free of charge by BT Ignite through their Trustwise site. This is normally only for commercial customers so thanks are due to BT for their permission to use their server certificates free of charge.

3.4 Reflection and problems encountered

3.4.1 Form validation.

The ASP/HTML forms that have been created can accept any keyboard variable and as such can trip up the ASP scripts behind it forcing an error page to be created. For instance if an email address is required but the user inputs a number by mistake.

The answer to this is to validate the data that is being inputted into the form before it is sent to the ASP script.

Client side JavaScript (or ECMA script as it is now termed) was chosen for this procedure as it will take the strain off the web server by using the resources on the clients machine for this validation. The JavaScript object used for this is called validatedata() which is shown in use below.

Code to show client side JavaScript validation.

Blue=comments

Red=Javascript

Black=HTML

<HTML>

<HEAD>

<TITLE>Client Entry Form</TITLE>

</HEAD>

<BODY>

<CENTER>

<div id="Layer1" style="position:absolute; width:592px; height:182px; z-index:1; left: 202px; top: 122px">

<h2><font size="+5">Client Entry Form</font></h2>

<form name="getdata" action="AddNew.asp" method="POST" onSubmit="return ValidateData()">

<table border=0 width="470">

<td>Enter Skill:</td>

<td align=RIGHT>

<input type=text name=skill size=20>

</td>

<td>Enter Location:</td>

<td align=RIGHT>

<input type=text name=location size=20>

</td>

<td>Enter Pay as a number only (pounds):</td>

<td align=RIGHT>

<input type=text name=pay size=20>

</td>

<tr>

<td>Enter Email:</td>

<td align=RIGHT>

<input type=text name=email size=20>

</td>

</tr>

<input type="submit" name="send" value="Submit your details">&nbsp;<input type="reset" name=" value="Clear">

</table>

</form>

<SCRIPT LANGUAGE="JAVASCRIPT">

function ValidateData() {

//Assign input values to variant variables

var skill = document.getdata.skill.value;

var location = document.getdata.location.value;

var pay = document.getdata.pay.value;

var address = document.getdata.email.value;

//Use the string length property to detemine the character length of each variable

var skill_length = skill.length;

var location_length = location.length;

var pay_length = pay.length;

var address_length = address.length;

//Determine that each variable value is not empty

if ((skill_length) == 0) {

alert("Please enter a skill");

return false;

}

if ((location_length) == 0) {

alert("Please enter a location");

return false;

}

if ((pay_length) == 0) {

alert("Please enter a pay");

return false;

}

if((address_length) == 0) {

alert("Please enter an email address");

return false;

}

// If execution reaches this point then all the data has been entered correctly,still need

// to check the format of the email address.

//Check that the email address has the @ character
if((address.search(/@/)) == -1) {

alert("Please enter a correct email address");

return false;

}

// All data validation has been successful! - allow the form to be submitted!

return true;

}

</SCRIPT>

</div>

<H2>&nbsp;</H2>

</CENTER>

</BODY>

</HTML>

3.4.2 Web server problems.

Running IIS5 was a decision partly based on convenience but as the project unfolded the choice turned out to be an inconvenient one.

Code Red had already infected the server before the patch had been made available and the weakness in IIS had been fully documented.

The Code red virus takes advantage of a buffer overrun weakness, which means that if a piece of memory feed by input field is stretched by sending it a very long string then the attacker can execute their own code on the machine while the memory buffer is overrun.

This code might be in the form of a Trojan horse. The Trojan horse used in Code Red version 3 is Trojan.Virtualroot. Searching for this file will provide a simple yes or no answer to the question of whether a web server is infected with the code red virus or not. The problem has been that this Trojan has been installed for a long time before it was activated thereby making antivirus use very difficult.

Microsofts advice on dealing with this problem has been to download IIS5 Service pack2 and the Code Red patch as well as a small program to “disinfect the server”.

This is supposed to cure the problem but this was not the case as it was found that a complete re install was required.

As a matter of course the server had full back up from a separate hard drive and it was a simple job to re install Windows 2000 Advanced Server and IIS with the appropriate web applications.

Some subtle nuances of the Code Red virus were noted. It made the writing of Word documents go red and also caused the complete disappearance of “My Documents” from the desktop.

There is no replacement for a proper backup regime.

Internet security as a subject has become more prevalent as this project has progressed. Not only in the form of viruses like code red.

Port scanning software on the network, used to see if there any machines on a network that have a weak point of entry, has increased noticeably. Once an open port has been identified then an attacker can use this to gain entry.

Chapter 4 looks more in depth at Internet security and especially how it is affecting ecommerce.

Conclusion

Chapter 3 has documented the construction of the Vortal from requirements to implementation. Reflection on the choice of web server and discussion of software problems have been made. Web server infection from Code red has led the focus of the investigation into contemporary ecommerce to the subject of security. This is the subject of Chapter 4 and is crucial to achieving the aim of evaluating the implications of XML. As XML is designed for Internet use its ability to be used for high-level business applications will depend largely on the intrinsic security of the communication medium i.e. the Internet itself. 

Chapter 4

Internet Security

Introduction

Internet security is generally regarded as being a central concern of ebusiness [Kalakota Whinston 1997]. This is the subject of Chapter 4 and directly influences the capability of XML to be used for high-level business applications. 

XML as a cross platform automated business data standard for orders and invoicing is designed for Internet use and is dependant on the integrity of the medium. Using the Internet for EDI type transactions with XML to automate ecommerce supply chains cannot be recommended if the communication mechanism (Internet) is flawed.

Much B2B invoicing is done on 60 or 90 days to pay. This is effectively interest free credit. If a business transaction is done via an XML document created on an ecommerce web site and then automatically sent over the Internet the risk is huge as goods can be ordered fraudulently and payment would not be expected until 60/90 days after the goods had been delivered. If automated B2B transactions over the Internet are not feasible then XMLs impact will be felt more in other areas.

XML has many business applications not just EDI type B2B transaction exchanges. In order to find if XML B2B transaction is the main benefit to business we need to thoroughly explore the integrity of the Internet medium to make sure that the foundations of future business strategies are strong.

Firstly this thesis will look at network security, web server security and then encryption security.

4.1 Network security

Number of Internet security incidents reported to cert.org 

1988 to 2001

	Year
	1988
	1989

	Incidents
	6
	132


	Year
	1990
	1991
	1992
	1993
	1994
	1995
	1996
	1997
	1998
	1999*

	Incidents
	252
	406
	773
	1,334
	2,340
	2,412
	2,573
	2,134
	3,734
	9,859


	Year
	2000
	Q1, Q2, 2001

	Incidents
	21,756
	15,476/(29952)


[Carnegie Mellon University 2001].

www.cert.org is a US govt funded organisation based at Carnegie Mellon University that monitors Internet security risks reports on figures and new risks as well as researching into possible ways to combat Internet security weaknesses.

According to their figures above the number of incidents of Internet security breaches is still increasingly rapidly despite increased awareness or the issues involved. This research also found that the sophistication of Internet incidents was increasing with more attacks on different TCPIP ports.

The CERT website (www.cert.org) reports of Ernst & Young and FBI surveys of 4000 IT executives: 75% have a firewall, and do not monitor it. The survey shows that 70% experience unauthorized use but 44% did not report this use.
Information and communication technologies have been embraced enthusiastically but with little attention to attendant, if inadvertent, vulnerabilities. Indeed, reliance on the new systems has grown much faster than our grasp of the vulnerabilities inherent in the networks, systems and core technologies that underlie the information and communications revolutions. [Gompert 1995]

The department of Trade and Industry’s Information Security Breaches Survey 2000 report suggested that up to 60 percent of the UK’s connected businesses might have been the victims of cyber crime within the last two years, two-thirds of the companies interviewed noted that nothing had changed since the intrusions, while 30 percent did not see protection of business information to be a priority. [DTI, Ananova 2000]

4.2 How to intercept and read Internet based communications.
Packet capture is a simple procedure that is not commonly publicised as it can infringe Internet users privacy. Essentially the Internet is an open network and as long as the IP address is known then communications from that IP address can be monitored anonymously. ARIN the American Registry for Internet Numbers allows quick translation of IP address to identity of owner via its online database at http://www.arin.net/whois/index.html.

TCPIP the language of the Internet was devised largely with academic research needs in mind as pointed out by Vincent Cerf in the first chapter. The TCPIP suite of protocols was not devised with modern security in mind. Note that Hypertext Transfer Protocol or HTTP is not part of TCPIP as set out by Vincent Cerf and Robert Kahn of ARPA (http://www.arpa.mil/). Tim Berners-Lee of Cern Institute created HTTP in 1989 for the World Wide Web.

The TCPIP suite of Internet protocols used for Internet communication
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[CISCO 2001]

NT4 and Windows 2000 have a software package associated called Network monitor. Network monitor allows the user to capture packets off a network and read them. This is only if the network card will support promiscuous mode then packets can be read off any machine that is attached to the network. Intels website informs us that all current Intel cards support promiscuous mode.

There are stripped down versions of network monitor included with Windows 2000 Advanced server and NT4 server but these will only capture packets from the one machine upon which it is installed. The version of Network monitor available with Systems Management Server 2 allows the user to read information sent from other IP addresses. This full version of network monitor will allow packets to be read from any machine on the network.

4.3 Practical experiment to capture packets to read email.

The author and a colleague set about trying to read each others email on the UMIST halls network using network monitor. On the same segment of a network it is possible to capture traffic intended for another machine by referencing the IP address. Network monitor as an administration tool enables this to be done by an easy to use GUI. Simply choose the IP address to capture from which in my case is 130.88.173.174. Then press the capture button and save the data as a “.cap file”. It is then possible to be more selective and filter packets for particular protocols required such as SMTP for email. This cuts down the amount of traffic that has to be monitored in order to read the email. Once the capture of TCPIP packets has been made into a .cap file then drag the file and drop it onto notepad and the ASCII code that makes up the text of the message is shown. The rest of the TCPIP information will appear as nonsense. The message sent was the word “secret” which you can see in the screenshot below. Of course reading other peoples email without their permission is illegal and switched routers make wide spread snooping difficult without access to central nodes.

Screenshot of intercepted email message
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User password and username clearly highlighted. This is not secure and neither is the password now.
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This is why encrypted login for email is so important.  Unencrypted email can be 

regarded in the same way as a postcard.

Echelon is the well publicised government organised email reading system and many companies now read employees email as a matter of policy which can be read about at the URL below http://www.infinisource.com/features/echelon.html (24/08/01).

Of course most NT networks that connect to the Internet have administrators looking out for this type of activity on a network. The only way to be able to use network monitor in most commercial network situations is if you are the administrator. Network monitor is designed to help administrators do their duties.

The problem with this is that it is possible to log in as administrator on NT using a piece of software called L0phtcrack which breaks into the local SAMS database and pulls out all the passwords including the Administrators. This is particularly effective if the administrator has logged onto that actual machine in the past. 

Once this password has been gained that person can log on as administrator and give themselves rights to use applications like Network Monitor. L0phtcrack is freely available from www.l0pht.com.

There are many applications that do a similar job to Network monitor and they go under the generic name of protocol analysers. In Appendix A there is a list of the 50 top network monitoring/protocol analysing applications that give the ability to monitor (and invade peoples privacy on) a network.

Applications like the ones listed allow a user to capture TCPIP packets from another user without their permission over a network. These packets maybe SMTP protocol for email or they maybe HTTP for web pages. If a company were carrying out business to business ecommerce transactions over the Internet using XML then the packets captured by anyone on the network would be XML. As an open standard, XML will be readable to this person, which creates a scenario of a company doing its sensitive transactions in a publicly viewable domain.  XML is only a text file and as such has no built in security. Of particular concern is the fact that the anonymity of the eavesdropper can be easily preserved.

This experiment has brought home the need to have encryption for email as well as for HTTPS SSL credit card transfers. Pretty good Privacy (PGP) and other encryption packages allow email messages to be kept secret with reasonable success.

As well as encryption of email, verification of who has signed the email is also increasingly important. Personal certificates to enable verifiable email encryption within email packages like OUTLOOK are available from BT Trustwise for £7.50 a year thus providing a third party verification of who receives and sends email.

4.4 Web server security

As reported in section 3.4.2, web server security is a contentious issue currently given the Code Red Virus attack. “Buffer overflow” exploitation is not new but the scale and organisation that was used to exploit this weakness showed the weakness of the web to a strategic attack.

The weakness was first reported on May 1st 2001 on www.eeye.com who were involved in its discovery also.

“May 1, 2001 - eEye Digital Security Announces Major Vulnerability in Microsoft® Windows 2000 IIS 5.0 Web Server Software
(ALISO VIEJO, CA; GENEVA, SWITZERLAND) -- eEye Digital Security announces the discovery of a major security vulnerability in Microsoft Windows 2000 IIS 5.0 Web Server software. The vulnerability is within the code that handles Internet Printing, which is implemented as an ISAPI filter. Attackers that leverage the vulnerability can gain full access to any server that is running a default installation of Windows 2000 and using Microsoft's Internet Information Services Web Server software.”
[eeye.com 2001].

But Microsofts patch was not available until June I8th 2001 two and a half months later.

“A malicious piece of code, operating as a computer worm, is exploiting unpatched IIS servers on the Internet. This worm, dubbed "Code Red", exploits a security vulnerability in the Windows NT4 and Windows 2000 Index Services, and may result in one of several outcomes, including web site defacement and installation of Denial of Service tools. A patch for this vulnerability was released on June 18th, 2001, and is discussed in Microsoft Security Bulletin MS01-033.”

[Microsoft.com 2001]

The attack was strategic as there was a period of months from May 1st till the middle of July when the severity of the attack was realised and the patch was applied. The Bug lay low and propagated itself for over two months before striking.

The Trojan.Virtualroot file that was placed on IIS servers when the buffer was over run gave control of the machine to hackers so that a mass ping/denial of service attack could be done on the Whitehouse using other peoples machines. The “ping of death” denial of service is difficult to deal with, as the attacker can remain anonymous either through remote controlling another machine or IP spoofing. IP spoofing is where a potential attacker can send IP packets that appear to come from a different IP address. IP spoofing can be used to get other people into trouble and for denial of service attacks. Importantly it means that the Identity of an Internet hacker can be protected and even appear to be somebody else completely.

Trojan horses like code red allow denial of service attacks to other servers but also allow administrative rights on that machine. The clever part about code red was that these rights were not used until enough servers had been infected so that a mass attack on US targets could be mounted. The actual server itself has in many cases been able to carry on functioning quite satisfactorily so as not to cause concern.

Many businesses are rightly worried about the effect of a backdoor like this on their servers data. Ecommerce web servers are often targeted, as there is a high probability that they contain credit card numbers on a database.

The design of the Internet leaves it at risk to attack and therefore undermines its status as a platform for high-level business transactions.

Carnegie Mellon University describe web server and network attacks as increasing in sophistication as shown by the diagram below from www.cert.org.

Graph showing increase in attack sophistication over time
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4.5 Encryption

In order to counter packet capturing techniques like those shown in 4.3 ecommerce payment systems use encryption mechanisms.

Ecommerce encryption currently largely consists of the SSL/https/40/128 bit PKI systems that have been outlined in 3.2.3. There are other systems including SET, which allows for separate processing of client information from credit card details but this standard has not received mass acceptance to date.

The network capturing methods I have outlined in 4.2 and 4.3 have created a huge market for encryption technologies. This market is currently being cultivated and satisfied by BTIgnite in the UK among others. The business proposition is that each person will need a personal certificate (£7.50+VAT), each web /mail server will need a server certificate (£250+VAT). Digital certification will allow the user to create a PKI pair that can be used to send encrypted email to others and send credit card details etc by the Internet.

Encryption is only as good as the difference between the ability to encode and the ability of hackers to decode without authorisation. The history of cryptography is a trail of technologies steadily being broken and replaced. The only sure fact would seem to be that any current encryption technology at some stage will be crackable.

[Cohen 1999]

4.6 Well known audio visual manufacturer (x) case study

The author of this thesis was invited by “X” to consult on a two week basis in order to ascertain the needs and requirements for a new website that was being developed.

As can happen the commercial realities were very instructive. The remit was to advise on how a particular product could best be promoted through the x.com site. This product has previously only been available through the Internet but was now being groomed for a mass market debut.

“X” had recently had 1000 laptops fraudulently ordered through their website. The laptop ordering system at “X” is 48 hours for the customers convenience. This is enough time to verify a customers credit card details but not enough time to actually take the money out of the customers accounts.

“X”s credit card verification system was tricked and 1000 laptops fraudulently misappropriated. This has not been publicised for obvious reasons.

The problem can be solved easily by lengthening the time needed to order a laptop to the time needed to actually take the money out of the customers account but the effects had left a worried atmosphere.

More interestingly the manager in charge of retail sales at “X” had been in charge of a specialist ecommerce payment company previously. He was in the ecommerce payment field until the 128 bit encryption algorithm that underpinned their Internet payment system was unencrypted by the wrong people.

128 bit strength encryption has only been allowed outside the US for a while and it now appears to be unsafe for large business transactions on the Internet.

This is why he was now in charge of Bricks and Mortar retail sales for “X” instead of ecommerce electronic payments. This was contributory to “X”s strategy of moving product sales channels from web only to retail stores.

These concerns have been echoed by employees of Trustwise who are BT’s PKI Certification authority. Trustwise supplied the 40 bit and 128 bit server certification that has been used for this project.

Conversations with the staff there have confirmed a feeling that it is becoming increasingly possible to have 128 bit SSL unencrypted fraudulently. Of course any encryption is open to unencryption with the limiting factor being the cost of the computing power needed to break the encryption [Cohen 1999]Moores Law continues to hold true processor speeds are roughly doubling every 18 months [Webopedia 2002].

C2 standard in the US used by NASA and other top level US organisations has now standardised on 256 bit.

The experience of “x” has set a tone for this project as the business implications of XML for EDI are going to be greatly effected by the Internets ability to carry information in a secure fashion

The subject of encryption will be explored in depth in Chapter 5 with particular relevance to EDI and XML.

Conclusion

This chapter has investigated the subject of Internet security with particular relevance to ecommerce. The ability to read networks messages has been explored and the subject of encryption has been introduced. The commercial uncertainty in Internet based ecommerce that has resulted from increasing concern over security has been exemplified by the authors experience at “X”. The subject of security with relevance to XML/EDI will be expanded upon in chapter 6 but first Chapter 5 will give a thorough explanation of XML and its use.

Chapter 5

XML

Introduction

The purpose of this chapter is to give a thorough explanation of XML and the reasoning behind its existence. Special focus will be given to the business potential that has been accredited to business XML schemas.

5.1 XML and its objectives

XML (Extensible Mark-up Language) is a subset of SGML and is a flexible way to create common information formats ratified by the World Wide Web Consortium [W3C 2001].  

XML was produced by a group of markup language experts organized by Sun Microsystems to develop a form of the older ISO standard, SGML, for use on the Web.

[Walsh 2001]

The design goals of XML are:

1.    XML shall be straightforwardly usable over the Internet.

2     XML shall support a wide variety of applications.

3.    XML shall be compatible with SGML.

4.    It shall be easy to write programs, which process XML documents.

5.    The number of optional features in XMIL is to be kept to the absolute minimum.

6.    XML documents should be human-legible and reasonably clear.

7.    The XML design should be prepared quickly.

8.    The design of XML shall be formal and concise.

9.    XML documents shall be easy to create.

10.  Terseness in XML markup is of minimal importance (in-built input saving devices are not prioritised as already part of most text editors).

[Cover 2001]

XML can be customised for specific purposes and it is currently being developed for use in the business community by organisations such as UN/EDIFACT with ebXML and Ariba with cXML.

The goal of XML is to bring the more sophisticated features of SGML to the web where HTML has dominated whilst keeping ease of use.

The following results are from a survey in Internet Week July 30, 2001 [Ehrenman Internet Week 2001].
Percentage of U.S. companies studying XML: 33 percent

Percentage of U.S. companies using XML in a major project: 26 percent

Percentage of U.S. companies using XML in a test project: 24 percent

Percentage of U.S. companies committed to using XML extensively: 17 percent.

Companies most likely to use XML in a major project: Those with annual revenue of $1 billion or greater.

Companies most likely to use XML in a test project: Those with annual revenue of $100 million or less.

Location of companies that are likely to use XML in the near term for a major project: North America or Asia.

Location of companies that will continue to study XML for some time before using it: Europe.

Percentage of U.S. companies that are satisfied with XML to some extent: 71 percent.

Percentage of U.S. companies that are dissatisfied with XML to some extent: 29 percent.

These results show the buzz that has followed XML in recent months.

The concept behind XML is quite simple.  Instead of using mark up tags on each side of an object to describe how it should be displayed in a browser like HTML e.g. <H1>header</H1>

XMLs tags enable the objects properties, attributes and physical meaning to be described. The way in which this is done is flexible with a framework as set down by w3 but essentially a similar logic to how a database fields describes an object is used. The resultant XML code does display in a browser but in minimal way. In order to format the information for people to read a separate file called an XSL file is used to apply normal HTML formatting to the code. The point is that the same XML file can be interpreted by a computer and read by a human being. The same XML data file can be formatted in different ways depending on the needs but the actual data never has to be re entered.

Of course the extensibility of the tags means that it can be applied to any situation by the user, but this lack of rigidity could also be a weakness in its application as standardisation has been purposely left open.

5.2 XML Code

XML is essentially a framework for describing data that can be easily transferred over a network such as the Internet and is designed to be platform independent in the same way as HTML. The structure of XML is similar in concept to HTML in that the data is delimited by open and close tags. XML is different form HTML as it is concerned with the actual data not the display of text. Display of the data is handled in a separate file written using XSLT.

XML code example

<?xml version="1.0" ?>
<PARENT>
<CHILD>This is content. </CHILD>
<EMPTY />
</PARENT>

XML code is more stringently controlled than HTML, as it must be

a)Well formed - all tags must be closed. If there are mistakes the code cannot be parsed and will not work.
b) Valid - if controlled by a Schema or DTD (document type definition), which specifies syntax the code, must conform to this syntax. This enables specific standards to be specified for particular jobs by various subsections of the XML user community.
XML can support link mechanisms to facilitate searching tools such as Xlink and Xpointer.

5.3 XML DTD’s and schemas-Versions of XML for specific purposes

As XML is extensible it can be adapted to fulfill specific roles as exemplified below.

1. XQL (XMIL Query Language) is used to extract data from XML documents.

2. MathML is a standardised application of XML for storing mathematical content.

3. CML (Chemical Markup Language) allows the interchange of descriptions of molecules

4. Synchronised Multimedia Integration Language (SMIL) was developed for multimedia documents such as movies, sounds, and pictures.

5. Java Speech Markup Language (JSML) allows documents to include tags that will tie in with Java Speech application programming interfaces.
6. Business Reporting Language (XBRL) for the preparation and exchange of business reports and data [Mohseni 2000].

5.4 XLST
Display characteristics of the information carried in an XML document are handled by a separate Style Sheet similar in concept to Cascading Style sheets in HTML. This file is called an XSL file and is written using a language called XLST.

Potentially the same data can be displayed in many different ways by applying the respective style sheet.  If we have an XML document using a financial information Schema for instance then this could be reconfigured automatically to be read by accountants, executives, middle management, employees and shareholders.

From a marketing communications perspective XML style sheets can be profound as the same information can be targeted to the needs of completely different clients. Clients may vary in language, cultural background, gender, age and general sensibilities. Adjustments can be made automatically to the layout of the document to take these into account. Crucially the actual XML data is not changed and keeps its integrity.

Most importantly completely different reception platforms can automatically be allowed for. XLST can change layout of data for specific viewing platforms such as Mobile, TV and PC.

XML is powerful tool but specific large-scale applications are difficult to instigate, as a standard set of tags for the situation has to be agreed on. As there is no rule as to who is in charge of the XML tags (by definition they are extensible) there has been a plethora of competing and contradicting standards for different applications. An example of the application of XML is in the use of the Internet to carry business to business ecommerce transactions. This process has been known as EDI and has existed well before the Internet by using dedicated lines maintained by Value added Networks or VANS.

The Internet offers an opportunity to open up this process of B2B transactions and the language that can be used is XML. This thesis is interested in the business implications of XML and as such EDI and its progression to the Internet using XML has to be one of the biggest potential implications. This was certainly the authors view until the research in chapters 4 into Internet security. The next chapter looks at EDI and XML.

Conclusion

XML has much potential, as it is an open framework. This potential has been discussed at length in many publications but so far there is less actual implementational verification of this potential. Plus points of XML are its simplicity and extensibility whereas a negative point is its lack of industrial standardisation.

XMLs applicability to a particular area of ecommerce called EDI is examined in the next chapter. 

Chapter 6

XML/EDI and Security

Introduction

Of the three ecommerce problems highlighted in chapter one this thesis will look at how XML might be applicable to the third and most difficult that is secure transactions for business.

The securest kind of electronic transaction has traditionally been EDI, which has been used by the Military and banks since the end of the 1960s.

6.1 What is EDI and how does it work?

The E-Centre which is an international eBusiness standards organisation defines EDI as. “Electronic data interchange is the computer to computer exchange of structured data, sent in a form that allows for automatic processing with no manual intervention.”

[e-centre.org.uk 2001]

One of the UKs top academic centres of expertise for EDI technologies at the eCommerce Innovation Centre at Cardiff University under Professor Tony Davies. defines EDI as,

“The transfer of structured data, by agreed message standards, from one computer to another, by electronic means.” [eCIC 2001]

This definition of EDI is shared by the International Data Exchange Association [IDEA 2000]

As experts in the theoretical issues surrounding EDI this definition is definitive but does allow for quite wide interpretation.According to the NIST, which is an agency of the US government, EDI is group of standard data formats that are, hardware independent, unambiguous, useable by all trading partners, reduce data entry and allowed the sender of the data to control the exchange, including knowing if and when the recipient received the transaction [NIST 2001].

Benefits highlighted by Roger Clarke visiting fellow of Australian national University are that EDI saves unnecessary re-capture of data and re-keying of information. This leads to faster transfer of data, fewer errors, less time wasted on mistakes. Benefits can be achieved in such areas as inventory management, transport and distribution, administration and cash management. EDI offers the prospect of easy and cheap communication of structured information throughout the government community, and between government agencies, their suppliers and clients. [Clarke 1998]

EDI like ecommerce has many definitions that make it quite ambiguous. EDIs most commonly understood industrial usage is as a means to automate supply chain in vertically integrated industries such as food retail [Whiteley 2000]. Purchase orders need to be made quickly, reliably and securely. This is a pragmatic view of EDI, which has practical examples in manufacturing techniques such as JIT (Just In Time).

Studying and evaluating the implications of XML to EDI is largely going to rest upon the choice of definition. There is little doubt that the Internet and XML are going to be increasingly used for non-sensitive automated messaging between companies, which fit into the general definition of EDI. The question that this thesis asks is whether XML based documents transferred over the Internet are likely to take over from the role that has been played by EDI in the business market place.

In the EDI market place today there are two main technology standards.

· X12.

· Electronic Data Interchange For Administration, Commerce, and Transport (EDIFACT).

These universal data formats are hardware independent but have normally been transferred by ;

Magnetic tape (e.g. BACS for banking)

Dedicated line

Public Telephone system

Large companies that have an integrated supply chain may well be connected using dedicated line. The expenses and permanency of a dedicated line is warranted in these situations given the increase in speed and security [Whitely 2000]. 

Public phone lines give flexibility and cheapness but are susceptible to being tapped, have narrower bandwidth and less reliability.

Now there have been moves to transfer EDI messaging onto the Internet, which can bring many efficiencies.

“Bringing EDI to the Internet could dramatically increase its number of users. David Webber, a founding member of the XML/EDI group, has said that while 2% of business now use EDI, 70% to 80% could use it under XML/EDI. This would mean that EDI and its benefits are soon to become a very large part of Internet e-commerce.”

[Internet.com, Rush 1999]

One of the first companies to do this successfully was commercenet in 1997 using verisign digital signatures and encryption. The list of initiative participants includes: Actra Business Systems, Atlas Products International, AT&T, CyberPath, DanNet, Digital Equipment Corporation, EDS, Harbinger, Premenos, Sterling Commerce and U.S. Department of Defense. [Drummond Group 1997].

EDI messaging over the Internet is achieved via three main protocols.

a) E-mail based messaging
The simplest and most widely supported means of exchanging messages is via Internet E-mail. AS1 is the SMTP standard of the Internet engineering task force (IETF of the Internet Society). AS1 (Applicability Statement 1) is the draft specification standard by which vendor applications communicate EDI data over SMTP.
Typically, the IETF-MIME encapsulation specification would be used to enclose the EDI Standard Data within the E-mail message, and the trading partners would need to agree upon an encryption method for secure E-mail, typically PEM or PGP.

The trading partners would then exchange:

1. The Internet E-mail address for EDI messages

2. An Internet E-mail address for personal communications related to EDI

3. Agreement on the encryption and digital signature protocols, including E-mail acknowledgment, e.g. support for the "Return-Receipt-TO:" E-mail header, 997 functional acknowledgment, or X.400 extended E-mail header fields.

4. Public Keys for PEM or PGP encryption and digital signatures.(or private keys for DES encryption)

1. Agreement on format of the EDI message, e.g. IETF MIME/EDI, ANSI/X12 or UN/EDIFACT

Potentially email based messaging is the least secure of the three as SMTP protocol messages can be stored on an intermediary server for a long period of time which gives more chance for interception and malicious actions than a direct HTTP or FTP transfer [IETF 2001].

b)   FTP based messaging
To exchange EDI messages via FTP, some set up information must be included in the trading partner agreement. Typically, an account would be created for each trading partner for a FTP login, including a password. Each X12 or UN/EDIFACT message would be stored in a file, and the trading partner agreement would define the conventions for naming files and directories for the messages.

The trading partner agreement would include:

1. FTP login name and password

2. Machine(s) from which the login will be accepted

3. Additional security protocols

4. Directory and file naming conventions

5. File encryption protocols and keys

6. Wrappers around EDI data, e.g. MIME/EDI headers, PEM/PGP wrappers, etc.

c) HTTP based EDI messaging
AS2 is the http EDI standard formulated by the IETF.

AS2 (Applicability Statement 2) is the draft specification standard by which vendor applications communicate EDI (or other data such as XML) over the Internet using HTTP. AS2/AS1 is a specification about how to transport data, not how to validate or process data. AS2/AS1 only specifies the means to connect, deliver, validate and reply to (receipt) data in a secure, reliable, non-reputable way. The data is then dispatched to the appropriate processor based upon its content-type. AS2/AS1 makes no specification about how that dispatch or subsequent processing is accomplished. Vendors who sell AS2/AS1 compliant software will also provide the correct processing packages to support these functions. AS2/AS1 is designed to be only the means by which these processes connect and transport data.

HTTP has the advantage of near instantaneous transfer times and a direct connection unlike SMTP. [IETF 2001]

Traditional VAN connectivity is slow and expensive. The Internet promises lower cost usage and is more easily accessible than traditional methods of communications. The predominant problem with the use of the Internet for EDI is inter-operability between vendor products, specifically in the areas of integrity, confidentiality, digital signature, and non-repudiation. The EDIINT working group's focus is to recommend solutions for each of these areas, using existing standards whenever possible.

[IETF 2001]

The main problem of EDI has been interoperability. This is where XML can potentially provide benefits .

“Some experts have suggested that the adoption of XML-based data exchange will eliminate the need for EDI, but a technical assessment committee of Edifact (EDI For Administration, Commerce and Transport), one of the popular EDT standards, is working with XML trading standards bodies to contribute to the new specifications.

The committee met recently at the offices of E-Centre UK, an industry body for the promotion of e-business.

Peter Wilson, director of operations for E-Centre, said that any electronic trading standard needs three elements to be effective: definitions of business data, a structure for that data, and a syntax to communicate the data. This is where XML fails.

"XML only has syntax and structure," said Wilson. "It needs international data definitions. These are under development within the EDI community, which is why I'm saying it's not dead. We want a common set of data definitions."

Klaus-Dieter Naujok, chairman of the Electronic Business XML (EBXML) committee, of which Edifact is a sub-committee, agrees.

ebXML is defining an e-business trading standard which, it is hoped, will be used universally. It has heavy backing as a joint project of the UN Centre for Trade Facilitation (UN/Cefact) and the Organisation for the Advancement of Structured Information Standards, a non-profit consortium with backing from companies, including Xerox and SAP, and the US Government.” [Computer Weekly 2001]

6.2 Is EDI transfer over the Internet secure?

The Internet can provide the connectivity needed to support EDI at a substantial cost saving over VANs. However, the Internet doesn't provide the security services required for the kind of business data that EDI has primarily supported.

EDI has largely been used for invoicing and ordering in retail (FMCG- fast moving consumer goods) and manufacturing with JIT (Just In Time) where a tight supply chain communication is required. This type of data transmission is sensitive in two ways. 

· Secret as the information could give competitive advantage to another company

· Integrity needed as automated line of communication, which is a link in the supply chain. Whole operation could be brought to a stand still if data transmission is sabotaged or accidentally damaged.

Security and integrity are two major concerns unlike the traditional VADS (VANS) the Internet does not guarantee the safe delivery of the data you send into it. [Whiteley 2000].

Below is an excerpt from an excellent working group draft at http://www.ietf.org/internet-drafts/draft-ietf-ediint-req-09.txt (25/08/01).

 This document called “Requirements for Inter-operable Internet EDI” was compiled by EDIINT Working Group  (T. Harding- Cyclone Commerce, R. Drummond-Drummond Group, Chuck Shih-Gartner Group) February 2001. [IETF 2001]
“By using a common network trace program called Traceroute, the

route traversed by a packet from a source host to a destination

host on the Internet may be followed.

By looking at Internet network traces, we can conclude that the

Internet does a very  good job of getting packets from a source to

destination. However, between the source and the destination, the

packets are routed through many intermediate nodes. It is at the intermediate nodes where anyone on one of the machines that handle

the packets could re-assemble the packets that make up the EDI

Interchange and could therefore read it, copy it, alter it, or

delete it. In the case where the EDI Interchange is carried using

an e-mail transport (SMTP), the situation could arise where the

message cannot be delivered to the final recipient, so the message

must be stored at an intermediate node. Once again, the message is

susceptible to any number of the above mentioned security threats.”
Practical implementation of the Traceroute program

Type tracert then “address” at the DOS prompt and hit enter. Below is screen shot of Trace route program in action looking up the nodes between UMIST Computation Dept and the hosting company of www.e-centre.org.

Each IP address between UMIST and E-centre is clearly labelled.

The nodes in between represent particular areas of weakness as described above.

This is a screen shot of the nodes that make up the link between e-centre UK and UMIST computation dept. The nodes that can be seen represent the points of weakness in the connection. (see overleaf for a screenshot of the tracert program used to identify weak nodes between two points on the Internet).

Identification of weak nodes using the DOS level command called Tracert.
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“EDI transactions are vulnerable to modification, disclosure or interruption when sent over the Internet. The use of cryptography to provide the required security services has changed this, however, and many companies and government agencies are moving to Internet-based EDI.”

[NIST 2001]

6.2.1 Encryption is the key
The Internet is an easily misunderstood medium. Communicating IP packets between two Internet nodes means that these packets can be captured by another person who is on the Internet. So this is like conducting a business conversation over a crowded room with a blindfold on (as the potential listeners can not be seen). How ever if these packets can be successfully encrypted before sending then it will not matter if other parties are able to capture the packets.

Encryption is an interesting topic and its history has a common pattern. Once a successful encryption method is made, it is broken. 

Examples range form Alan Turing et al breaking the Enigma machine to Dmitry Sklyarov breaking Adobe ebooks encryption method. (http://www.freesklyarov.org/).

Experience with “a well known audio visual electronics company (called x) ” as listed in 4.6 has given some doubts to the complete integrity of encryption methods such as SSL (secure sockets Layers) used for ecommerce credit card transactions.

 SSL uses RC4 (Rons Code) invented by Ronald Rivest in 1987. The details of this algorithm were kept as a trade secret by RSA Data Security [rsa security 2002].

On September 9, 1994, the RC4 algorithm was anonymously posted on the Internet.
On August 15 1995, a French doctoral student named Damien Doligez cracked an SSL key. He had used 120 workstations and two supercomputers to crack the code with a brute-force approach. Netscape also calculated the worth of the computer time required to break the code--by their estimates about $10,000.

On September 17 1995, Ian Goldberg and David Wagner, a pair of first-year graduate students at U.C. Berkeley, published a method for decrypting SSL on Navigator browsers that requires at most a few hours on a single workstation.
History shows that any encryption can be broken the question is whether the costs of breaking the encryption are paid by the benefits of doing so.

EDI over the Internet relies on a number of Encryption mechanisms.
AS1/AS2 have two security options:

1) Secure MIMEv3 or

2) PGPMIME.

AS2 also supports the use of HTTPS (SSL/TLS) for secure channel connections. Documents sent using AS1/AS2 may use any combination of signed and/or encryption using standard PKCS#7 functions in a number of vendor libraries.

AS2 testing has used up to 1024bit keys for Public Key encryption, 128bit keys for Symmetric encryption SHA1 and MD5 for hashing and Triple-DES (3DES) for encryption. AS2 will support larger keys and other algorithms as they become readily available [Drummond group 2001].

Sufficient key lengths must be chosen with regard to the value of

the EDI Interchange so that brute-force attacks are not worth the

time or effort compared to the value of the Interchange.

The RSA key length is configurable, but as the cost of computing power decreases - assume for instance, a decrease in computing costs by a factor of ten every 5 years -- then by the year 2030, a 512 bit

public key can be "broken" for $10 . [IETF 2001]

The situation appears to be that EDI over the Internet can be secure by using an encryption algorithm that has not been cracked yet.

However what is clear is that this algorithm will have a shelf life. Therefore we can say that packets captured by a third party of a trading partner communication will be readable at some stage if stored and deciphered when technology enables this cheaply.

A strategic move might be to record the encrypted TCPIP packets of a companies transactions and then store them. Given Moores law of processor power doubling every 2 years there will be a time when these are cheaply readable.

Predicting how technology will progress is difficult especially with advances in quantum computing which will make current public key cryptography easy to break [qubit 2001].

As well as making cryptography easy to break it quantum computing can set new higher standards of encryption which can be read the URL http://www.qubit.org/intros/cryptana.html (23/08/01).
6.2.2 Using header information

When capturing packets from an IP address known to belong to a particular company the encrypted part of the message maybe uneconomical to de-encrypt for the time being but the header information of the TCPIP packets can be read no matter what encryption has been applied. This information includes sender, recipient, time and size of the message. This information can be of strategic importance to a third party as it is useful in business to know who is talking to whom, when and how often.

What this gives us is a picture of a medium that is not well designed for conducting high-level business.

Low security information is not an issue but then the question of whether it is worth the investment in developing the systems to conduct B2B transactions for this type of business or not. Also low-level business may not be sensitive but it needs to work and using the Internet leaves a company in a position where it can be tripped up by its competitors. This can help explain why companies are increasingly not giving out email address contacts to customers in b2c scenarios.

6.2.3 Non-repudiation

Non-repudiation is a term to describe the state of a contract signature that cannot be denied. Non-repudiation is a concept that exists for digital signatures that says that once a digital signature has been applied to a contract it is 100% verifiable and enforceable by law so obligating the signatory of that contract to the criteria of it.

However, the use of a digital signature only shows that with a high level of certainty that persons machine was used to sign a signature.

There are 2 other possibilities

1. The signatories key was forged

2.  Somebody else is using the computer with that key installed.

Traditional non-repudiation of paper-based contracts relies on a human witness at the time of signing and the burden of proof is on the party issuing the contract not the signatory. With digital signatures the burden of proof is on the signatory to prove they did not apply their signature.

VANS provided a secure network and also allowed for non-repudiation of contracts. Once the third party VAN received the digital confirmation of a contractual agreement the VAN could rubber stamp the deal. EDI transactions between two direct partners on the Internet will not have this third party and non repudiation is an issue as the distance between trading partners may make physical intervention impossible.

Perhaps there are some issues with transferring the kind of business that has been done via EDI onto the Internet. 

This hypothesis has been evidenced in the work of Adrian Garcia Sierra in his PhD at University of Wales [Garcia 2000]. Dr Sierras research provides evidence that the areas of business that will be most greatly enhanced by Internet based ecommerce are the pre contract searching stage and the post contract customer service stage. The actual contract negotiation and committal stages were not so prominent.

In essence the research carried out during this thesis implies that the level of potential for business-to-business transactions using the Internet is lower than has widely been expected. Even for automation of low priority B2B data transfer such as transfer of consumer research the ease with which this can be disrupted makes Internet transfer a difficult choice. Business software such as Microsofts NT has at its core the security and integrity of users information and perhaps a reason for Microsofts surprise in the early nineties at the impact of the Internet might be its lack of security.

XML is a better standard for conducting EDI for B2B transactions on the Internet and there are many new software packages that are being created to take advantage of this. This is because XML is interoperable and will allow cheaper and more flexible trading. However the question of whether a company will use older EDI standards or XML standards for Internet trade is largely irrelevant if the Internet cannot provide a secure foundation. There is no doubt that Internet based documents in the future will be moving to XML format as it is a more sophisticated format than HTML. However this thesis contends that the replacement of EDI standards by XML standards for Internet based B2B transactions is not the major business implication of XML.

XML is essentially designed for describing data on the Internet and the Internet is not designed to carry the Business functionality that has been expected of EDI in the past i.e. secure, dedicated, reliable transaction medium with non-repudiation.

Less sensitive data transfer that is included in the academic definition of EDI (i.e. any electronic document automatically processed electronically) can and will be transferred by the Internet using XML, however more valuable and sensitive data will be sent by fixed line, post, fax or dealt with in the traditional face to face negotiation. The diagram on next page conveys this in a visual fashion.

Figure 6.1 to visualise segregation of business to Internet and Dedicated EDI
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The pragmatic view of EDI as a carrier of sensitive transaction information leads to a conclusion that transferring business that has been carried out using EDI over the Internet using XML or any other standard is not practical. Therefore it is the contention of this thesis that the strongest implications of XML usage for business will be in the areas in which the Internet is strongest.

It is understood that as XML documents are likely to become the de facto base standard for corporate data XML will be sent both over fixed EDI links and Internet EDI links and every other communications medium that a company has including printed paper. The point is that the kind of business that EDI has involved will not move to the Internet and so will not be as greatly effected by XML as data that can be divulged more openly (e.g. Market research feedback, customer relations/services and esourcing).

The core competence of the Internet is drawing together of a plethora of information for general usage. This information is difficult to navigate as HTML is constricted by the logic of the written word. XML gives a multidimensional database type model of describing web data in a richer way, transforming  the Internet and the World Wide Web into a more useful tool.

Crucially the XML information that is held on the web can be processed more easily by other computers automatically and applied to other situations. This will have huge implications for business, as the next chapter on XML will show.

6.3 Case study highlighting some of the strategic issues for organisations employing EDI over the Internet.

The author was employed for a six month contract by a large electronics manufacturing company that wanted to link its outsource provider of web hosting and applications to its own IT systems. This link was to help save the labour of re-keying information taken in from the web site by the outsource company. The link between the outsource companies web server database (SQL server 2000) and our own DMZ (demilitarised zone or Internet connected safe area) database (Oracle),was made over a VPN tunnel using Shiva encryption.

This project was completed and some strategic issues for using EDI type transactions over the Internet were learned.

· Compatibility- SQL server to Oracle transfers of data result in some interoperability problems such as the way in which they handle nulls (blank spaces in an entry).

· Security- We didn’t want to leave database of information on an internet connected server. This led to problems of synchronisation. The security of the VPN tunnel itself was not an issue but the security of the database server at the other end certainly was.

· Synchronisation- When and how often the Internet connected database should be synchronised with the back end systems.

· Verification of data transfer- How to make sure that all the data had been transferred correctly. 

· Connectivity-How to deal with Internet outages, which were reasonably common. Had to keep a record of all data transferred and compare the record to the actual transfer.

· Real time or batched information transfer- should data that is inputted into the web server be transferred in real time or batched. Real time was preferable but batched more practical.

· How to deal with the in house department called “order processing” that knew that their jobs were being undermined by the ability to transfer information without the need to re-key.

Using a Shiva VPN connection cured many of the internet security problems that have been voiced over the earlier chapters. However the point at which the encrypted tunnel met the Database server has been highlighted as the place where hacking attempts can be made.

The answer was to harden the DMZ server as a “bastion host”.

Conclusion

This chapter has looked at XML/EDI over the Internet and transaction security. It has investigated how the structure of the Internet does not lend itself to the needs of high level EDI transactions that EDI has traditionally been used for. It has also pointed out the legal difficulties with non-repudiation and digital signatures. This chapter has stated that header information can be read from encrypted messages telling time and date of message and who it is to and from.

A distinction has been made between types of business transaction that might be suitable for Internet use and those that would not. The disadvantages of using the Internet for Business transactions have feed the hypothesis that EDI over the Internet is not the major business implication of XML. The major business implications of XML are explored in the next chapter.

Chapter 7

The Strategic Business Implications of XML

Introduction

The previous chapter has concluded that XML for EDI type transactions is not the major business implication of XML. This chapter explores other business applications and discusses the likely impact on ebusiness.

7.1 Web Development

XML can become the de facto standard for a companies data as it is easily converted into other forms such as HTML by using XSL style sheets. Back office integration can be done seamlessly as no manual translation of information is necessary.

This is the theory but there is a noticeable lack of XML based web sites on the Net as explained by this dialogue from PC magazine.

The Fear of X - What Web designers should know about XML and XHTML. (Technology Information) Molly E. Holzschlag.

Despite the buzz surrounding XML (eXtensible Markup Language) since it emerged as a standard, most Web designers have yet to incorporate it into their repertoire of site-building skills. HTML is still the most prevalent markup language used to build Web sites. According to the World Wide Web Consortium (W3C), a group that handles the process of examining and writing formal Web markup recommendations, HTML is no longer the recommended markup methodology. XHTML (eXtensible Hypertext Markup Language), which is based on XML, took the place of HTML as the recommended markup more than a year ago (see www .w3.org/MarkUp/ for more information). In fact, the most current Web markup standard is XHTML 1.0. Very few designers, however, are using XHTML, because of the vast confusion XML--and by extension XHTML--has caused Web site builders.

PC Magazine, August 1, 2001 p1

This confusion is largely caused by a lack of centralised schemas for XML.

There are very few sites actively using XML currently (June 2001).

The only four examples that could be found were, 

1          Accenture

http://www.accenture.com/xd/xd.asp?it=enWeb&xd=ecommerce\opinionall.xml

2. Infoworld

http://www.infoworld.com/articles/hn/xml/01/08/23/010823hnamazxp.xml

3. Microsofts demo site at www.microsoft.com 

4. This UMIST project site for this thesis (www.businessconsultancy.net).

These sites use XML in the production of the web pages and unlike the XML pages produced for www.businessconsultancy.net at http://130.88.158.182/paul/xml/job.xml will not allow an intelligent agent to browse their XML directly. As the XML is not for clients to use in their browsers one can only infer that the XML is used for internal information handling efficiencies such as those outlined in 7.7. The XML for these pages is described as server side in that internal XML documents are processed by the web server, which produces HTML pages for the clients browser.

7.2 Searching and Intelligent agents (the first of the three Ss)

Tim Berners-Lees vision of the semantic web is interesting as he has specified semantics in this case as the ability for a machine to exactly understand what is being stated and process that information accordingly.

The semantic web will allow information on a web page or email to be dealt with automatically where it may have needed human intervention previously.

The implication of XML for the world seems to be that web pages can, at the publishers choice, be made into a format that can be read by both human and machine. An agent reading this document, much in the same way as a search engine spider like inktomi, will be able to act on this information as it will have specific meaning and the data can be verified/measured.

HTML Search engines like the text based search engine enacted on www.businessconsultancy.net for this project are faulted as they are not specific and accurate. Searching html based text for a word or set of words that convey a meaning can be difficult as the meaning itself can be misconstrued. Text searches on an XML document have the advantage of being more strictly definable and therefore the ability to be searched more accurately.

Which industries are going to be able to profit from being able to make data available to the worlds machines (computers) and which industries will be able to profit from their ability to read this information?

Note that the ability to publish information that can be machine read is not necessarily an advantage for web sites as some purposes would not want the information on their web site to be that easily manipulated as then there would be no reason for a human to visit it therefore no advertising revenue! The fact that the two sites that are currently using XML stated in the previous chapter are both not showing the XML document directly in view source could be an indicator that this XML usage is for internal efficiencies and not so much for users future searching needs (see 7.7). 

7.3 eSourcing and Advertising

A crucial part of business economics is sourcing of materials. Many hours are spent finding materials and inefficiencies that can arise from inaccurate communication of specifications and price structures, especially when international business and cultural boundaries are being crossed.

A producer of a resource will normally want to be able to make it as easy as possible for potential clients to be able to find out about the product that they are selling.

XML can be of great use in this area as the specifications of a product can be specified and then an intelligent agent can find this product more efficiently. Of course there is a balance between informing potential future clients and informing the competition of product data.

This search may form the first stage of an eprocurement (B2B sourcing and purchasing) process. The subject of XML and eprocurement is being investigated more closely by fellow researcher Anson To at the Centre of Expertise for ecommerce at UMIST computation dept in his MPhil project. 

Research by the Aberdeen group found that strategic use of sourcing helped negotiate 20% price reductions, shorten sourcing cycles by 25% and reduce time to market by 10% [Aberdeen 2001]. This white paper states that sourcing can help save money in the new volatile economy.

The advertising industry can expand their potential catchment areas, as intelligent agents will be able to search far and wide for the user.

Promotional press releases designed to hit the biggest audience possible can be written in XML and targeted for a particular audience. 

A type of advert that has been investigated more in depth as a case study by this project is the job advert used by the recruitment industry.

7.4 Recruitment (exploring the semantics of the three Ss)

XML For Recruitment a hypothetical case study

This is an XML document that describes a particular job offer. It can be read by a human and the tags can be interpreted by a computer to have specific meaning unlike HTML. Therefore this data can be collected automatically by an intelligent agent and compiled into a database.

A recruitment agency or company that wished to advertise a job would wish that the advert could be read by as many people as possible in order to get the best response.

If a search engine spider type intelligent agent is surfing the net for an individual it can “read” the advert quite exactly and report back any adverts that suit.

XML file used on businessconsultancy.net to describe a job

<?xml version="1.0"?>

<?xml-stylesheet type="text/xsl" href="job.xsl" ?>

<!--This starts the DTD. The first four lines address document structure

-->

<list>

<job name="XMLConsultant">

<employer>Gartner</employer>

<location>London</location>

<salary>40k</salary>

<skills>

<item measurement="1" unit="year">XML</item>

<item measurement="3" unit="year">Consultation</item>

<item measurement="6" unit="month">project management</item>

<item measurement="2" unit="year">internet</item>

</skills>

<contractduration>1 year</contractduration>

</job>

<job name="WebDeveloper">

<employer>BBC</employer>

<location>Manchester</location>

<salary>20k</salary>

<skills>

<item measurement="1" unit="year">hmtl</item>

<item measurement="1" unit="year">photoshop</item>

<item measurement="1" unit="year">flash</item>

<item measurement="1" unit="year">dreamweaver</item>

</skills>

<contractduration>2 years</contractduration>

</job>

</list>

In order to present this XML information in an aesthetic manner appropriate for human web viewing a separate style sheet can be constructed that formats the XML into a HTML page as can be seen below.

XSL style sheet to specify how XML displayed

<?xml version="1.0"?>

<xsl:stylesheet xmlns:xsl="http://www.w3.org/TR/WD-xsl">

<xsl:template match="/">

<xsl:apply-templates />

</xsl:template>

<xsl:template match="list">

<html>

<head>

<title>Jobs offered today</title>

</head>

<body>

<h2>Jobs offered today</h2>

<xsl:apply-templates />

</body>

</html>

</xsl:template>

<xsl:template match="job">

<p></p><b>JOB NAME:</b>  <xsl:value-of select="@name" /><br/>

<br/><em>employer:</em><xsl:value-of select="employer" />

<br/><em>location:</em><xsl:value-of select="location" /><br/>

<em>salary:</em>  <xsl:value-of select="salary" /><br></br>

<xsl:apply-templates />

</xsl:template>

<xsl:template match="skills">

<b>skills required</b><br/>

<xsl:for-each select="item">

<xsl:value-of select="@measurement"/> <xsl:value-of select="@unit"/>

<xsl:value-of/><br/>

</xsl:for-each>

</xsl:template>

<xsl:template match="contractduration">

<ol>

<xsl:for-each select="step">

<li><xsl:value-of/></li>

</xsl:for-each>

</ol>

<br/>

</xsl:template>

</xsl:stylesheet>

The combination of the XML file and the XSL file provide the reader with a normal web page that can be interpreted by a machine and processed like a database.

Importantly the view source function of the browser still shows raw XML.

Actual view of web page information as formatted by XSL from XML  with view source of XML in notepad.

Use of XML on the businessconsultancy.net experimental site.
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View source has been used to show the source XML in notepad used in combination with the XLST file to produce the HTML layout seen above

Schema for recruitment and businessconsultancy.net

The documentation laid out so far can act as the foundation of recruitment schema. It is basic but as there is none in existence yet we have to start somewhere.

A recruitment XML schema could also allow for the contractual elements needed to make an agreement. Standardisation of these elements in an international cross platform XML schema would certainly help world wide recruitment in the IT industry. 

BusinessConsultancy.nets recruitment portal is typical of the kind of services that are being devised using web technologies like ASP and HTML. Portalisation of the web is developing areas of expertise in certain subjects like stocks and shares e.g. http://www.londonstockexchange.com/default.asp where near real time share prices and information can be gained.

As the sophistication of the web medium increases with new technologies like XML then the value of the information services that can be offered increases. Information itself can be sold instead of actual items that need to be physically delivered. This is a kind of  “data commerce”. Microsofts DOTNET strategy exemplified by hailstorm and the new features in IE6 and XP that are listed in 7.6 give more depth to the subject of “data commerce”.

Portals become experts in their fields, membership comes at a price and that price is personal data. This is an area of concern for many people interested in privacy rights of the individual. As long as a user has the choice to give or not to give then many are happy. What is of more concern is the where the data collected is past on to and how securely it is transferred. 

7.5 XML Expert systems

Professor Edward Feigenbaum of Stanford University (an early pioneer of expert systems defines an expert system as.

“ an intelligent computer program that uses knowledge and inference procedures to solve problems that are difficult to require significant human expertise for their solutions.” [Russel Norvig 1995]

Giarratano & Riley in their book “Expert systems principles and programming” state that expert systems work in conjunction with a knowledge base of information. Web based knowledge systems are becoming more prevalent. Access to a HTML knowledge base is often restricted on the basis of a trade. Personal contact information in exchange for access to the value that a good knowledge base represents. [Giarratano 1998] 

XML web based knowledge systems can provide more value than an HTML knowledge base as the information gained can be acted on by a computer. Consider a web based architect expert system that is used for civil engineering. An engineer logs in and enters the knowledge base to find out about subsidence protection and finds the answer she wants. 

With HTML the answer would be read and acted on by the person. 

With XML the architecture design program she is using could read the answer and automatically build this information into the design because computers can read XML and a Civil Engineering Schema can be used to specify meaning of particular tags.  

If web based XML documents are potentially more valuable than the current HTML documents then more can be asked by the owner of the document to the user.  The free culture of the Internet can be expected to move more towards “Portalisation” with membership and possible fees or at least a reciprocal transfer of market research data. “Portalisation” and restricted access to parts of a network that can be accessed from the Internet is prevalent with Intranet technology as used by most big companies now.

Portalisation using XML is a part of Microsofts Passport feature for automatic data transfer. XML could improve the ASP implementation of www.businessconsultancy.net by allowing easier transfer of data by a standard XML schema. This has been highlighted in the future work section of Chapter 8.

7.6 Corporate Intranet 

The problems of web-based ecommerce generalised by the “3Ss” in the introduction can, to varying degrees, be potentially assuaged by the upgrade of HTML web data to XML. However the research involved in this thesis and the authors training as a Microsoft Systems engineer (MCSE) have led to an understanding of possibly XMLs most important short term business implication. 

XML is designed by W3C as an Internet /web standard but is just as applicable to closed Intranet networks that make up corporate computer communication systems. XML is a very attractive data format for corporate Intranets. There are three main reasons for this.

7.6.1 Interoperability and legacy system bridging

 The variety of systems that make up a corporate network can be incompatible and XML can be a good way to store and transfer data so that it can be used in all areas of a business.

This has been the finding of two of Dr Bill Karakostass Masters research at UMIST in the year 2000. Both thesiss on XML and EDI state one of the main advantages of XML as being its employment in an Intranet scenario for Enterptrise Application Integration or EAI [Evangelos 2000] and [Kalogiannis 2000].

7.6.2 Schema definition and the lack of centralised control

Companies wil naturally want to be able to control the format of their own information hence the reticence for companies like BT to rely on proprietary solutions such as Microsoft.  This combined with the lack of centralised control of XML schemas can cause companies to create their own schemas for use within the company Intranet so allowing efficient transfer of data within the company.

7.6.3 Power of XML code for future processability

As XML has tags that can convey greater depth of meaning and can be acted upon by computers automatically this data has much more value and future possible applicability. As such companies will want to have much more control over who has access to their XML data. This is why the two websites that have been shown as using XML (infoworld and accenture) are using server side XML that cannot be read by the view source of the clients browser. The XML on these sites is for the companies use on their internal systems only so that they can automatically create web oriented HTML pages or whatever documents they please in the future from their XML documents.

Concerns about packet capture and general security are not as prevalent on an intranet as it is a closed system where only employees can access the resources. Also the fact that it is likely that the company will have their own particular schema for their own corporate data that they have control over can help preserve the safety of this data as it will be less understandable and processable to other organisations. 

Most importantly XML provides an interoperable language that can be used on an intranet to bridge legacy applications. 

This is exemplified by the case example overleaf.
CASE STUDY

Legacy Systems Unlocked For E-Business at Fidelity LTD

“BOSTON-Fidelity Investments in October will complete a sweeping program to make all its corporate data XML-compatible. 

The effort, which experts estimate has cost tens of millions of dollars, should help the world's largest mutual fund company and online brokerage eliminate up to 75 percent of the hardware and software devoted to middle-tier processing and speed the delivery of new applications.

Today, two-thirds of the hundreds of thousands of hourly online transactions at fidelity.com use XML to tie together Web and back-end systems. Before XML, comparable transactions took seconds longer because they had to go through a different proprietary data translation scheme for each back-end system they retrieved data from. Fidelity's XML strategy is most critical to bringing new applications-and services-to customers faster than rivals.

By using XML as a common language to which all corporate data-from Web, database, transactional and legacy systems-is translated, Fidelity says it's already saving millions of dollars on infrastructure and development costs. That's because the single data format eliminates scores of proprietary translation methods that it previously had to develop for communications between the company's many systems.

Standardizing on XML also lets Fidelity impose common ways of representing types of data, such as account balances, across systems. Before, each system or business unit might use different methods to convey an account balance, requiring further programming tweaks when it came to exchanging data between systems.

With XML, Fidelity was able to extend commonly used data, such as portfolio views, trading functions and account histories, to a new interactive TV-based trading system to launch this month. [InternetWeek 2001]
As XML is cross platform, interoperable and backed up by W3C as the successor to HTML it is the natural solution for enterprise data transfer.

Disparate parts of a companies business need to be brought together so that the company can work as a whole to a single strategy. A common language for data will give a competitive edge. Corporate Intranets are already using HTML as the publication format and the change to XML for the backend data format would seem to be the natural progression.

Java is a popular language for intranet use with XML but it may be damaged by its non inclusion in the browser used by 90% of the Internet. [Zdnet 2001] and [cnet2001]. As Java is taking a stronghold on industries backend servers the intranet market for Java is strong and its compatibility with XML formats such as ebXML will make it the choice for Enterprise data format.

Another example of an industry embracing XML for its backend data needs is the Insurance industry.[Business Insurance 2001]

The legal world in the US is experimenting with XML case documents

[Network World 2001]

Even Adobe are adopting their electronic forms to support XML connections to ODBC databases. [Network World 2001]. 

Public libraries have started to use XML for catalogue systems using a schema called XMLCat. [Library Computing 2001]

The US Patent office has also started to use XML for its Patent database. 
"There is broad support for XML outside the publishing industry" PTO said. "XML is so much more widely supported and the tools are so much more user-friendly, it makes sense." [Government Computer News 2001]

XML is being used for health industry networks to allow patients records to be more efficiently stored and processed as can be seen at http://www.gca.org/papers/xmleurope2000/pdf/s32-03.pdf (19/09/01).
The main benefit is in creating an open and portable environment, from which information can easily be exchanged with other systems. As yet, there are no universally accepted standards for the storage and exchange of health records.
7.7. Standards for business use of XML

 XML is the W3Cs replacement for HTML and can improve the webs capabilities however there are pitfalls. Described as a Tower of Babel the standards difficulty in choosing which schema to use for which situation leaves a real need for leadership in the business world. 

"Most of these schema will be dead in two years, says Gartner Group” [InternetWeek, Liebmann 2001]

Standardisation of business software has come from International bodies such as ANSI and EAN as well as companies like Microsoft. XML is now Microsofts leading technology according to Steve Balmer (CEO). "You could say we've put 100 per cent of our resources into it. We've taken an approach that incorporates XML (Extensible Markup Language) into everything we do,"  [Computing Canada 2001]

Microsoft are looking to take the lead and some may say that a dominant business standard is needed in order to allow consistency.

The problem comes if proprietary brands make the standards as this business is answerable to share holders and is duty bound to try to maximise profits. Maximum profits are gained in monopoly markets. 

“just about two months after the release of the key XML Schema standard, it looks as if Microsoft is going for full support of the standards… we need to keep an eye on what the company's doing” [Rapoza eWeek2001]

Standardisation is the key issue as companies want to have interoperability but the company/party that has control over the standard will have incredible power to influence the market. 

The EDI standards such as X12 are planning to change and incorporate data formats. This process is evidenced by the strategic alliance between ebXML (UN/EDIFACT) and the accredited standards committee behind the x12 standard 

[X12.ORG 2001]

Initiatives, standards, and libraries - using XML

What follows is a list of some of the better resources that exist inside the XML world. In some cases, these initiatives span both the EDI and the XML technology spheres. Each has a brief description, but is worth taking a close look at.

1. ebXML: This is a joint project of OASIS and UN/CEFACT, covering architectural and semantic harmonization between EDI and the XML. Companies involved include Commercenet and many others.

2. OBI: The "Open Buying on the Internet" group.

3. RosettaNet:

4. OAG: The Open Applications Group has done some very good work, mostly in the application-to-application

5. BizTalk: 

6. BASDA:

7. xCBL: xCBL, the "XML Common Business Library," is an attempt to produce an XML version EDI

8. CXML: CXML is Ariba’s proprietary data formats encoded as XML DTDS. 

[GCA 2000]
Stripped down versions of EDI are also being used for Internet applications such as LITE EDI and SIMPL EDI. These standards can be very interesting as they will have the characteristics needed to be adopted by SME’s i.e. cheaper, easier and more suited to Internet use.

The emergence of new electronic commerce technologies such as the internet e-mail, lite EDI, XML/EDI and SIMPL-EDI present the opportunity for SMEs to fully utilize EDI.

[Wales Investment News 2000]

7.8 Data Protection and privacy

The need to be able to bring together information from the whole company quickly will be exacerbated by legislation like the Data Protection Act 1998.

The Data Protection act requires that a UK company can for £10 promptly produce all the data that it has on an individual. Given the variety of databases that can exist across the organisation a cross platform data format that can be directly transferred to web sites or sent over the intranet is attractive.

The Data Protection act is set to be enforced more vigorously in the UK given the legal time frame that has been set by government (act is set to phase into full effect by November 2005- http://www.dataprotection.gov.uk).

Using XML for personal data on the web has already been partly implemented by Microsoft in its dot net strategy called hailstorm. The concept being that Microsoft would handle customers data in a distributed fashion and work in partnership with vendor companies. Microsoft can handle the job of verifying a persons ID and act as an intermediary for businesses to offer services to the online individual.

Hailstorm has recently been modified by Microsoft due to a reticence of partner companies to offer their services through a Microsoft data handling system.

Essentially companies do not want other companies to have their customers data. Hailstorm style technologies will be offered by Microsoft to companies in a way that they can implement themselves without actually passing customer data to Microsoft itself. This movement highlights the sensitivity needed when handling customer information as exemplified by the P3P standard for privacy in Internet Explorer 6.

 P3P allows users to dictate exactly how they want their personal information to be used (and thus block websites which may be openly planning to share their stats). You can choose your privacy settings yourself, or you can load a set of suggested preferences (via an XML file) that may be supplied by your school, the company you work for, or your ISP. To communicate a site's privacy policy, the webmaster needs to create an XML file called p3p.xml, which lives in the root directory of the site. When a user visits the site, IE 6 will read the coded privacy declarations within the XML file and compare it to the user's desired privacy settings. If the site's privacy statement jibes with the user's desired level of security, then the cookies will flow forth without a hitch. However, if the user's settings require a higher level of privacy than the website is willing to allow, the user receives a warning with a suggestion to back away from the site. [Webmonkey 2001]
The P3P feature in IE 6 also works in conjunction with Microsoft's new Passport feature. Passport, which is meant to ease the hassle of making purchases online, collects all of the passwords, login IDs, and personal finance information from the program's participants and stores everything securely on a centralized server. Then, when the user visits a Passport partner site, there's no need to enter any passwords or personal information — Microsoft transmits the data automatically from its server. Passport partner sites will be required to create a p3p.xml file. [Webmonkey 2001]

Conclusions

Chapter 7 has explored possible business implications of XML and concluded that corporate intranets, esourcing and expert systems are particularly interesting and potentially very productive areas for commercial development of XML for business uses. A particularly contentious area of development is data protection as the potential for infringement or personal freedom is present. It is noted that the requirements of the UK Data Protection Act 1998 to insist that a company can collect all the data it has on an individual for £10 can be an additional reason for using XML to bring together the disparate network databases that make up a corporate Intranet.

Chapter 8

Conclusion 

Evaluation and the future.

The project has set out to show how XML systems can augment current technologies. A web site using ASP has been set up at www.businessconsultancy.net and then XML has been implemented on it. Three ecommerce issues have been identified as searching, semantic definition and security. 

Analysis of how XML can help these three problem areas has been undertaken. 

In chapter 7 we have looked at the business implications of XML, which has been illuminated by the experience of setting up an actual ecommerce site.

XML for the SQL search engine would give a massive increase in accuracy of results given a standard schema to work from. Also XML could help the portal to acquire user data more efficiently as well as embody recruitment contract information in a universally definable method which could be processed later by computer automatically.

The ecommerce shop could benefit from XML by using XML in the specification of the products in the shop, which would allow intelligent agents to browse the shop more efficiently. However XML does not appear to be particularly relevant to the issue of security in PKI transactions and Internet based EDI transactions. This work highlights the future use of XML on corporate Intranets as a particular area of interest.

On reflection I believe that this project has achieved more than it set out to do but has left more work to do now than was envisaged.

The goals of exploring web-database technologies and the business implications of XML have been achieved but there are a number of areas in which further work would definitely be merited.

Further work

Incorporating XML into the Job Bidding system at www.businessconsultancy.net 

using either a new schema or a relevant schema like the HR XML schema being adopted in the US currently as reported at ZDNET. (http://www.zdnet.com/eweek/stories/general/0,11011,2666430,00.html -18/09/01) 

This system could allow clients to exchange XML recruitment contracts in real time with one another. These contracts could be searchable and semantically specified in a verifiable manner. A contract of this nature would be suited to global team working scenarios and combined with the bidding system would be a useful tool for the online IT contractor community.

The question of whether I would do some things differently if I were to repeat the project sounds like a negative one but the answer can be seen as a measure of what has actually been learned. Perhaps with hindsight more time could have been spent on implementing XML rather than preparing by analysing current technologies, especially as XML is not as difficult to implement as originally envisaged.

8.1 Evaluation of project against the aims in Chapter 1

The aims of the project are listed in bold, numerical order as in chapter 1 with evaluation of achievement next to the aim below.

1 Set a contemporary commercial context for ecommerce that can lead to problem identification.

This first aim has been achieved by the use of market statistics, commercial experience, case studies and literature sources have provided an accurate well informed background to this work which on evaluation is not clouded by theoretical imaginings.

2 Evaluate and compare popular web database interaction technologies such as JSP, ASP, PHP and Coldfusion.

Comparison of web-database technologies has been made but mainly of a heuristic nature based on practical experience and advice from trusted sources (colleagues and business contacts). An objective measure of technology performance could have augmented this section of work but given that the main focus of the project was the business implications of XML this was not essential to this project itself.

3 Implement the most suitable of these technologies on a business consultancy Vortal (niched portal) to provide a context to evaluate the impact of XML.

The implementation was done with success as can be seen from the screenshots in chapter 3 and from the URL itself as the site is still running and there are possible plans to keep the site running after the project. More importantly the experience of implementing this site fed the following XML analysis. 

4 This portal will be called www.businessconsultancy.net and will have a recruitment database, contract bidding system as well as an ecommerce shop.

All facets of the site were achieved. The ecommerce shop was not bespoke as good free ASP shopping cart software already existed in the form of Metacart.

5 Analyse how XML technology will affect these kinds of implementation in the future in terms of the benefits it can bring technologically.

Evaluation of how XML could have been used to augment the site has been made and identified for further research especially in the area of XML contracts for recruitment in the job bidding system.

6 Implement XML on the experimental site.

XML and XSLT was implemented on the site in a straight forward fashion using web publishing of job advert example. This example highlighted how intelligent agents could be used scan the web based XML documents for a user in their absence.

7 Interpret these technological benefits into concrete business implications with particular relevance to EDI and ecommerce in general.

The benefits of XML were identified and applied to EDI. XML was found to be of great relevance to the general definition of EDI as automated document transfer but the more commercially relevant definitions of EDI for business transactions in supply chains did not open themselves as easily to Internet based XML. This was largely due to security considerations. Great depth was gone into and the findings have some industrial relevance.

8 Summarise and make some evaluation of possible ecommerce future.

Chapter 8 acts as an evaluation and a summary. The future of ecommerce is discussed in 8.3 and given the experience of the last 12 months it will be difficult to evaluate this without the benefit of hindsight.

8.2 Research context
The work for this project sits in a context of other research that is relevant and inter-related. This is not a list of acknowledgements but an identification of similar work. Richard Vigden et al has explored practical use of web database technology in his IEC paper. This paper explains three tier web server, application server and database structure using Cold fusion but rightly explains how few UK ISPs use cold fusion [Vigden, Scotney and Roethenbaugh 2000]. The universal acceptability of ASP is one of the reasons for choosing it for this project.

The two masters thesis written for Bill Karakostas mentioned in chapter 7.6 have provided some substantiation of information gathered and opinions formed. Nick Heard of the eCIC Cardiff as a peer researcher has provided some thought provocation on XML research documents passed for review.

At UMIST computation dept Ross Gardler and Anthony Karageorgios have shown their understanding of the forces behind XML and influenced my work. Anson To has provided some technical insight into the ecommerce technologies discussed in this thesis and our similar subject areas have helped our understandings of XMLs implications for business.

At Southampton University The DSSE Group, led by Prof Peter Henderson, is a research group of the Department of Electronics and Computer Science that works on XML use in large businesses and a summary of their work is available at http://www.ecs.soton.ac.uk/~ph/hicbse1.htm 18/090/01.

Sunderland University have 6 members of research staff currently working on XML/EDI issues as can be seen at the CEC (Centre for eCommerce) site http://voyager.sunderland.ac.uk/ 18/09/01.

Peer review and discussion has been possible through the Dr Ecommerce web site which allows researchers from over the world to discuss their similar subjects http://www.drecommerce.com/ethesis/ 18/09/01. There are many postings and seminar discussions on XML for business.

As it was not a central goal of the project to contribute to ecommerce theory the fact that the theoretical contribution is limited is not a failing. A practical approach has resulted in a basis for future action and learning.

8.3 The future 

The business implications of XML are difficult to encapsulate at this stage just as in 1975 it was difficult to judge the impact of the desktop PC.

This thesis has shown some issues of concern regarding Internet security and how they are affecting the predicted transfer of EDI to the Internet using XML. 
Many of these issues are being addressed in the upgrade from Internet protocol version 4 (IPV4 -current) to IPV6. The current Internet has a number of security problems and lacks effective privacy and authentication mechanisms below the application layer that IPV6 deals with [Hinden 1995].

These technological improvements can help improve the level of trust in ebusiness. “ without trust ecommerce may never reach its full potential.” [ Ishaya Macaulay 1999].
Whilst talking about about trust and technology Ken Thompson in his Turing Award lecture paper said, “Perhaps it is more important to trust the people who wrote the software.” [THOMPSON 1984] 

This idea that trust is a human value is interesting because it higlights that the development of relationships is a key factor in future ebusiness success. Human relationships in business will be key until non-repudiation issues and international law catch up with technology. Human factors in ebusiness came to the fore as the DTI conference INFOSEC 2002, which highlighted the humanfirewall.org as a key organisation to help UK businesses.

On reflection despite the issues raised it can be seen that XML is and will be having a huge effect on business processes especially at an intra-organisational level. 

The use of XML will spread to the Internet as a whole after localised adoption. The value of web based information will increase in the form of portalised expert systems and the currency to use these resources will be personal marketing research information provided by the user automatically. XML is the new W3C standard for the web which is one of the more effective C2B mechanisms available.

EDI as seen from the pragmatic view may be difficult to transfer to XML over the Internet but the wider view of EDI on an intra-organisational level is and will be affected greatly by the use of XML and TCP based network technologies.

For ecommerce B2B transactions between companies straightforward EDI must play a large part. Perhaps words of “ebusiness revolutions” have been a little premature. This sentiment has been echoed by the leading standards bodies such as EAN.

We believe that the implementation of EDIFACT will continue to grow for the next 5 to 10 years and that XML and EDIFACT will be used as complementing standards during that period.
[EAN 2001] 

A more rational approach has also been adopted by one of the leading textbooks of ebusiness by Deitel.

“Overall many see Internet based electronic B2B transactions as a convenience that will augment not replace traditional data interchange systems. EDI remains a useful technology for standard orders and business transactions between firms with established business relationships. 
Internet –based B2B seems to be gaining popularity in auction type market places and for sharing documents over the Internet.”

[Deitel 2001]

Anthony Davies et al in a well-respected paper for the International Journal of Ebusiness Strategy Management explored the evolving business impact of ecommerce in 1999 and correctly identified a second generation of ecommerce that was more business to business process oriented as can be seen from the excerpt below.

“In terms of e-commerce technologies it became apparent that usage of, and access to, the Internet, plus Web site requirements, were not significant issues. Second generation e-commerce supersedes such requirements. It is in fact the integration of technologies into new business processes, with customers and suppliers, that is far more important and equally difficult to overcome.”

[Davies 1999]

The importance of B2B ecommerce is echoed by Davies and Garcia where genuine cost efficiencies were identified when ecommerce was introduced to three SMEs [Davis and Garcia 1999].

As the research in this thesis seems to suggest that the Internet is better suited to less mission critical applications it is reasonable to expect Business to Consumer ecommerce to be able to take advantage of the medium in the long term.

A resurgence of B2C is on the cards given recent encouraging financial results (see appendix B for financial reports on Lastminute.com and QXL.com). Amazon is now in profit at last.

The improvement in financial figures for the survivors of the B2C consolidation process can be partly explained by the engendering of brand relationships as explored by Kathy Keeling, Konstantina Vassilopoulou, Linda Macaulay and Peter McGoldrick in their paper for the IEC conference (Innovation through eCommerce) 2000. [Keeling et al 2000]

This paper draws many conclusions among them that brand confidence is crucial to a customers intention to purchase in website ecommerce situations. Whilst this thesis has focused on the technological aspects of XML and databases the success of ecommerce is affected by the perceptions of the public as communicated through branding.

 Brand issues are interesting in B2C ecommerce as the trend has been to protect offline brands by using a new Internet brand name such as EGG and SMILE Internet banks. 

Most of the ecommerce companies that have been consolidated have been new brands and as such have been fighting a double battle of attempting to encourage new shopping habits as well as build trust in their new brand. Now that the remaining Brands such as LastMinute.com and QXL have proven their longevity and are reaching profitability business can be accelerated through leveraging the power of their “established” brands. The graphs shown in the first chapter of this thesis (figure 1.5) can be reversed over time and as such perhaps provide a reasonable investment currently.

The improvement in financial figures and adoption of ecommerce by larger bricks and mortar companies show that ecommerce is now at last beginning to fulfil its potential thanks to the hard work of organisations like the Centre of expertise for eCommerce, eCommerce Innovation Centre and the E-Centre.

Perhaps now we are entering a third phase of ecommerce development

where a resurgence of B2C ecommerce will follow the consolidation that has occurred. As Paul Timmers says in his book “Electronic Commerce” the Internet is much more than a sales channel, it is a versatile tool for building key assets and exploiting new ways to create and deliver customer benefits [Timmers 2000].

 Chapter 1 of this thesis has shown how the financial markets have rebuffed the perception of ecommerce euphoria. How ever it is the contention of this thesis that XML can increase the value of web based documents and provide the potential for further ebusiness innovations and growth but increased security awareness is needed to enable this potential. 

Despite set backs to the world economy the benefits of ecommerce are now spreading to many other countries as well.

“The first electronic commerce transaction in Nigeria involving local companies and Xerox was successfully conducted yesterday in Lagos with four Nigerian firms playing the pioneering role.” [Africa News Service 2001]

Appendix A    Glossary. 

Asp- Active server pages, which are a type of web page that is processed on the server using the vb scripting engine as part of IIS.

Cold Fusion- Produced by Allaire is another server and scripting language.

COM-Component object model used in Microsoft software organisation.

DTD- Document type definition used to define an XML format.

EDI- Electronic data interchange which is the automatic transfer of data as opposed  to re-keying of information.

HTTPS- Secure Internet connection using secure sockets.

JSP- Java Server Pages is a Java based scripting language which creates servlets.

PHP-Personal home page is an open source scripting language often associated with Linux, Apache and MySQL.

PKI-Public Key infrastructure is a system using asymmetric pairs of encryption keys 

SQL- Structured query language used for querying databases.

SSL-Secure sockets layer used as part of the https protocol.

Vortal – A Vertically segmented Portal.

XLST-Style sheet associated with an XML file used for making a HTML page.

XML- Extensible Mark Up Language is similar to SGML but stripped down for 

Internet use

Appendix B   Hacking Tools

http://www.insecure.org/tools.html 

	Nessus
	http://www.nessus.org/

	Description: Remote network security auditor, the client The Nessus Security Scanner is a security auditing tool. It makes possible to test security modules in an attempt to find vulnerable spots that should be fixed. . It is made up of two parts: a server, and a client. The server/daemon, nessusd, is in charge of the attacks, whereas the client, nessus, interferes with the user through nice X11/GTK+ interface. . This package contains the GTK+ 1.2 client, which exists in other forms and on other platforms, too.




	Netcat
	http://www.l0pht.com/~weld/netcat/

	Note: This is an unofficial site
Description: TCP/IP swiss army knife A simple Unix utility which reads and writes data across network connections using TCP or UDP protocol. It is designed to be a reliable "back-end" tool that can be used directly or easily driven by other programs and scripts. At the same time it is a feature-rich network debugging and exploration tool, since it can create almost any kind of connection you would need and has several interesting built-in capabilities.




	Tcpdump
	http://www.tcpdump.org/

	Description: A powerful tool for network monitoring and data acquisition This program allows you to dump the traffic on a network. It can be used to print out the headers of packets on a network interface that matches a given expression. You can use this tool to track down network problems, to detect "ping attacks" or to monitor the network activities.




	Snort
	http://www.snort.org/

	Description: flexible packet sniffer/logger that detects attacks Snort is a libpcap-based packet sniffer/logger which can be used as a lightweight network intrusion detection system. It features rules based logging and can perform content searching/matching in addition to being used to detect a variety of other attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, and much more. Snort has a real-time alerting capability, with alerts being sent to syslog, a separate "alert" file, or even to a Windows computer via Samba.




	Saint
	http://www.wwdsi.com/saint/

	Description: SAINT (Security Administrator's Integrated Network Tool) is a security assesment tool based on SATAN. Features include scanning through a firewall, updated security checks from CERT & CIAC bulletins, 4 levels of severity (red, yellow, brown, & green) and a feature rich HTML interface.




	Ethereal
	http://ethereal.zing.org/

	Description: Network traffic analyzer Ethereal is a network traffic analyzer, or "sniffer", for Unix and Unix-like operating systems. It uses GTK+, a graphical user interface library, and libpcap, a packet capture and filtering library.




	Whisker
	http://www.wiretrip.net/rfp/p/doc.asp?id=21&iface=2

	Description: Rain.Forest.Puppy's excellent CGI vulnerability scanner




	Internet Security Scanner
	http://www.iss.net/

	Note: This tool costs significant $$$ to use, and does not come with source code.
Description: A popular commercial network security scanner.




	Abacus Portsentry
	http://www.psionic.com/abacus/portsentry/

	Description: Portscan detection daemon PortSentry has the ability to detect portscans(including stealth scans) on the network interfaces of your machine. Upon alarm it can block the attacker via hosts.deny, dropped route or firewall rule. It is part of the Abacus program suite. . Note: If you have no idea what a port/stealth scan is, I'd recommend to have a look at http://www.psionic.com/abacus/portsentry/ before installing this package. Otherwise you might easily block hosts you'd better not(e.g. your NFS-server, name-server, ...).




	DSniff
	http://naughty.monkey.org/~dugsong/dsniff/

	Description: A suite of powerful for sniffing networks for passwords and other information. Includes sophisticated techniques for defeating the "protection" of network switchers.




	Tripwire
	http://www.tripwire.com/

	Note: Depending on usage, this tool may have expensive licensing feesassociated with it. 
Description: A file and directory integrity checker. Tripwire is a tool that aids system administrators and users in monitoring a designated set of files for any changes. Used with system files on a regular (e.g., daily) basis, Tripwire can notify system administrators of corrupted or tampered files, so damage control measures can be taken in a timely manner.




	Cybercop Scanner
	http://www.pgp.com/asp_set/products/tns/ccscanner_intro.asp

	Note: This tool costs significant $$$ to use, and does not come with source code. A powerful demo version is available for testing.
Description: Another popular commercial scanner




	Hping2
	http://www.kyuzz.org/antirez/hping/

	Description: hping2 is a network tool able to send custom ICMP/UDP/TCP packets and to display target replies like ping does with ICMP replies. It handles fragmentation and arbitrary packet body and size, and can be used to transfer files under supported protocols. Using hping2, you can: test firewall rules, perform [spoofed] port scanning, test net performance using different protocols, packet size, TOS (type of service), and fragmentation, do path MTU discovery, tranfer files (even between really Fascist firewall rules), perform traceroute-like actions under different protocols, fingerprint remote OSs, audit a TCP/IP stack, etc. hping2 is a good tool for learning TCP/IP.




	SARA
	http://www-arc.com/sara/

	Description: The Security Auditor's Research Assistant (SARA) is a third generation security analysis tool that is based on the SATAN model which is covered by the GNU GPL-like open license. It is fostering a collaborative environment and is updated periodically to address latest threats.




	Sniffit
	http://reptile.rug.ac.be/~coder/sniffit/sniffit.html

	Description: packet sniffer and monitoring tool sniffit is a packet sniffer for TCP/UDP/ICMP packets. sniffit is able to give you very detailed technical info on these packets (SEC, ACK, TTL, Window, ...) but also packet contents in different formats (hex or plain text, etc. ).




	SATAN
	http://www.fish.com/satan/

	Description: Security Auditing Tool for Analysing Networks This is a powerful tool for analyzing networks for vulnerabilities created for sysadmins that cannot keep a constant look at bugtraq, rootshell and the like.




	IPFilter
	http://coombs.anu.edu.au/ipfilter/

	Description: IP Filter is a TCP/IP packet filter, suitable for use in a firewall environment. To use, it can either be used as a loadable kernel module orincorporated into your UNIX kernel; use as a loadable kernel module where possible is highly recommended. Scripts are provided to install and patch system files, as required.




	iptables/netfilter/ipchains/ipfwadm
	http://netfilter.kernelnotes.org/

	Description: IP packet filter administration for 2.4.X kernels Iptables is used to set up, maintain, and inspect the tables of IP packet filter rules in the Linux kernel. The iptables tool also supports configuration of dynamic and static network address translation.




	Firewalk
	http://www.packetfactory.net/Projects/Firewalk/

	Description: Firewalking is a technique developed by MDS and DHG that employs traceroute-like techniques to analyze IP packet responses to determine gateway ACL filters and map networks. Firewalk the tool employs the technique to determine the filter rules in place on a packet forwarding device. The newest version of the tool, firewalk/GTK introduces the option of using a graphical interface and a few bug fixes.




	Strobe
	http://www.insecure.org/nmap/index.html#other

	Description: A "Classic" high-speed TCP port scanner




	L0pht Crack
	http://www.l0pht.com/l0phtcrack/

	Note: No source code is included (except in research version) and their is a $100 registration fee.
Description: L0phtCrack is an NT password auditting tool. It willcompute NT user passwords from the cryptographic hashes that are stored by the NT operation system. L0phtcrack can obtain the hashes through many sources (file, network sniffing, registry, etc) and it has numerous methods of generating password guesses (dictionary, brute force, etc).




	John The Ripper
	http://www.openwall.com/john/

	Description: An active password cracking tool john, normally called john the ripper, is a tool to find weak passwords of your users.




	Hunt
	http://www.cri.cz/kra/index.html#HUNT

	Description: Advanced packet sniffer and connection intrusion. Hunt is a program for intruding into a connection, watching it and resetting it. . Note that hunt is operating on Ethernet and is best used for connections which can be watched through it. However, it is possible to do something even for hosts on another segments or hosts that are on switched ports.




	OpenSSH / SSH
	http://www.openssh.com/
http://www.ssh.com/commerce/index.html

	Note: The ssh.com version cost money for some uses, but source code is available.
Description: Secure rlogin/rsh/rcp replacement (OpenSSH) OpenSSH is derived from OpenBSD's version of ssh, which was in turn derived from ssh code from before the time when ssh's license was changed to be non-free. Ssh (Secure Shell) is a program for logging into a remote machine and for executing commands on a remote machine. It provides secure encrypted communications between two untrusted hosts over an insecure network. X11 connections and arbitrary TCP/IP ports can also be forwarded over the secure channel. It is intended as a replacement for rlogin, rsh and rcp, and can be used to provide rdist, and rsync with a secure communication channel.




	tcp wrappers
	ftp://ftp.porcupine.org/pub/security/index.html

	Description: Wietse Venema's TCP wrappers library Wietse Venema's network logger, also known as TCPD or LOG_TCP. . These programs log the client host name of incoming telnet, ftp, rsh, rlogin, finger etc. requests. Security options are: access control per host, domain and/or service; detection of host name spoofing or host address spoofing; booby traps to implement an early-warning system.




	Ntop
	http://www.ntop.org/

	Description: display network usage in top-like format ntop is a Network Top program. It displays a summary of network usage by machines on your network in a format reminicent of the unix top utility. . It can also be run in web mode, which allows the display to be browsed with a web browser.




	traceroute/ping/telnet
	http://www.linux.com/

	Description: These are utilities that virtually all UNIX boxes already have. In fact, even Windows NT has them ( but the traceroute command is called tracert ).




	NAT (NetBIOS Auditing Tool)
	http://www.tux.org/pub/security/secnet/tools/nat10/

	Note: This is an unofficial download site.
Description: The NetBIOS Auditing Tool (NAT) is designed to explorethe NETBIOS file-sharing services offered by the target system. It implements a stepwise approach to gather information and attempt to obtain file system-level access as though it were a legitimate local client.




	scanlogd
	http://www.openwall.com/scanlogd/

	Description: A portscan detecting tool Scanlogd is a daemon written by Solar Designer to detect portscan attacks on your maschine.




	Sam Spade
	http://samspade.org/t/
http://www.samspade.org/

	Description: Online tools for investigating IP addresses and tracking down spammers.




	NFR
	http://www.nfr.com/

	Note: Source code was once freely available but I do not know if this is still the case. Some usage may cost money.
Description: A commercial sniffing application for creating intrusiondetection systems. Source code was at one time available, but I do not know if that is still the case.




	logcheck
	http://www.psionic.com/abacus/logcheck/

	Description: Mails anomalies in the system logfiles to the administrator Logcheck is part of the Abacus Project of security tools. It is a program created to help in the processing of UNIX system logfiles generated by the various Abacus Project tools, system daemons, Wietse Venema's TCP Wrapper and Log Daemon packages, and the Firewall Toolkit© by Trusted Information Systems Inc.(TIS). . Logcheck helps spot problems and security violations in your logfiles automatically and will send the results to you in e-mail. This program is free to use at any site. Please read the disclaimer before you use any of this software.




	Perl
	http://www.perl.org/

	Description: A very powerful scripting language which is often used to create "exploits" for the purpose of verifying security vulnerabilities. Of course, it is also used for all sorts of other things.




	Ngrep
	http://www.packetfactory.net/Projects/ngrep/

	Description: grep for network traffic ngrep strives to provide most of GNU grep's common features, applying them to the network layer. ngrep is a pcap-aware tool that will allow you to specify extended regular expressions to match against data payloads of packets. It currently recognizes TCP, UDP and ICMP across Ethernet, PPP, SLIP and null interfaces, and understands bpf filter logic in the same fashion as more common packet sniffing tools, such as tcpdump and snoop.




	Cheops
	http://www.marko.net/cheops/

	Description: A GTK based network "swiss-army-knife" Cheops gives a simple interface to most network utilities, maps local or remote networks and can show OS types of the machines on the network.




	Vetescan
	http://www.self-evident.com/

	Description: Vetescan is a bulk vulnerability scanner which contains programs to check for and/or exploit many remote network security exploits that are known for Windows or UNIX. It includes various programs for doing different kinds of scanning. Fixes for vulnerablities are included along with the exploits.




	Retina
	http://www.eeye.com/html/Products/Retina.html

	Note: Commercial product with no source code available. A demo binary is available for testing.
Description: A commercial security scanner by the great guys at eeye.




	Libnet
	http://www.packetfactory.net/libnet/

	Description: Routines for the construction and handling of network packets. libnet provides a portable framework for low-level network packet writing and handling. . Libnet features portable packet creation interfaces at the IP layer and link layer, as well as a host of supplementary functionality. Still in it's infancy however, the library is evolving quite a bit. Additional functionality and stability are added with each release. . Using libnet, quick and simple packet assembly applications can be whipped up with little effort. With a bit more time, more complex programs can be written (Traceroute and ping were easily rewritten using libnet and libpcap).




	Crack / Libcrack
	http://www.users.dircon.co.uk/~crypto/

	Description: Crack 5 is an update version of Alec Muffett's classiclocal password cracker. Traditionally these allowed any user of a system to crack the /etc/passwd and determine the passwords of other users (or root) on the system. Modern systems require you to obtain read access to /etc/shadow in order to perform this. It is still a good idea for sysadmins to run a cracker occasionally to verify that all users have strong passwords.




	Cerberus Internet Scanner
	http://www.cerberus-infosec.co.uk/cis.shtml

	Description: CIS is a free security scanner written and maintained by Cerberus Information Security, Ltd and is designed to help administrators locate and fix security holes in their computer systems. Runs on Windows NT or 2000. No source code is provided.




	Swatch
	http://www.stanford.edu/~atkins/swatch/

	Description: Swatch was originally written to actively monitor messages as they were written to a log file via the UNIX syslog utility. It has multiple methods of alarming, both visually and by triggering events. The perfect tools for a master loghost. This is a beta release of version 3.0, so please use it with caution. The code is still slightly ahead of the documentation, but examples exist. NOTE: Works flawlessly on Linux (RH5), BSDI and Solaris 2.6 (patched).




	OpenBSD
	http://www.openbsd.org/

	Description: The OpenBSD project produces a FREE, multi-platform 4.4BSD-based UNIX-like operating system. Our efforts place emphasis on portability, standardization, correctness, security, and cryptography. OpenBSD supports binary emulation of most programs from SVR4 (Solaris), FreeBSD, Linux, BSDI, SunOS, and HPUX.




	Nemesis
	http://www.packetninja.net/nemesis/

	Description: The Nemesis Project is designed to be acommandline-based, portable human IP stack for UNIX/Linux. The suite is broken down by protocol, and should allow for useful scripting of injected packet streams from simple shell scripts.




	LSOF
	ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/

	Description: List open files. Lsof is a Unix-specific diagnostic tool. Its name stands for LiSt Open Files, and it does just that. It lists information about any files that are open by processes current running on the system. The binary is specific to kernel version 2.2




	Lids
	http://www.turbolinux.com.cn/lids/

	Description: The LIDS is an intrusion detection/defense system inLinux kernel. The goal is to protect linux systems against root intrusions, by disabling some system calls in the kernel itself. As you sometimes need to administrate the system, you can disable LIDS protection.




	IPTraf
	http://cebu.mozcom.com/riker/iptraf/

	Description: Interactive Colorful IP LAN Monitor IPTraf is an ncurses-based IP LAN monitor that generates various network statistics including TCP info, UDP counts, ICMP and OSPF information, Ethernet load info, node stats, IP checksum errors, and others. . Note that since 2.0.0 IPTraf requires a kernel >= 2.2




	IPLog
	http://ojnk.sourceforge.net/

	Description: iplog is a TCP/IP traffic logger. Currently, it is capable of logging TCP, UDP and ICMP traffic. iplog 2.0 is a complete re-write of iplog 1.x, resulting in greater portability and better performance. iplog 2.0 contains all the features of iplog 1.x as well as several new ones. Major new features include a packet filter and detection of more scans and attacks. It currently runs on Linux, FreeBSD, OpenBSD, BSDI and Solaris. Ports to other systems, as well as any contributions at all, are welcome at this time.




	Fragrouter
	http://www.anzen.com/research/nidsbench/

	Description: Fragrouter is aimed at testing the correctness of a NIDS,according to the specific TCP/IP attacks listed in the Secure Networks NIDS evasion paper. [2] Other NIDS evasion toolkits which implement these attacks are in circulation among hackers or publically available, and it is assumed that they are currently being used to bypass NIDSs




	Queso
	http://www.apostols.org/projectz/queso/

	Note: A couple of the OS detection tests in Queso were later incorporated into Nmap. A paper we wrote on OS detection is available here.
Description: Guess the operating system of a remote machine by looking in the TCP replies.




	GPG/PGP
	http://www.gnupg.org/
http://www.pgp.com/

	Description: The GNU Privacy Guard (GnuPG) is a complete and free replacement for PGP, developed in Europe. Because it does not use IDEA or RSA it can be used without any restrictions. GnuPG is a RFC2440 (OpenPGP) compliant application. PGP is the famous encryption program which helps secure your data from eavesdroppers and other risks.


Appendix B

Financial reports on B2C ecommerce companies

These are financial reports from London stock exchange and BBC news site this last two weeks.

QXL 

http://news.bbc.co.uk/hi/english/business/newsid_1518000/1518476.stm 

First Quarter ended 30 June 2001 – Operating and Financial Highlights

http://www.londonstockexchange-rns.com/news/PublishFrameset.jsp?publish_released_choice=Today&publish_tidm=QXL 

Trading loss decreased 38% over the quarter ended 30 June 2000 to £8.5 million. 
Record gross profit - increased 142% over the quarter ended 30 June 2000 to  £1.07 million.
Increase in gross profit margin to 69% from 23% in the quarter ended 30 June 2000. 
Gross auction value increased 109% over the quarter ended 30 June 2000 to £26.4 million. 
3.1 million members at quarter end, a 186% increase over the quarter ended 30 June 2000. 
Lastminute.com

http://news.bbc.co.uk/hi/english/business/newsid_1493000/1493725.stm 

FINANCIAL RESULTS FOR THE THIRD QUARTER ENDED 30 JUNE 2001

http://www.londonstockexchange-rns.com/news/PublishFrameset.jsp?publish_released_choice=Last+Month&publish_tidm=LMC 

Year to date total transaction value at £77.3 million improves by 3.7 times on prior year. On track for over £120 million total transaction value in the full year
Total transaction value for the quarter more than triples year on year to £29.3 million and improves by 5.4% in a seasonally weak quarter

Gross margin up 4.2 percentage points year on year to 14.1% for the quarter

Gross profit up 4.3 times year on year and up 7.2% quarter on quarter to £4.1 million

Net loss (before goodwill amortisation) down 16.8% quarter on quarter to £8.9 million

Total operating costs (before goodwill amortisation) down 8.5% quarter on quarter to £14.2 million

Customer acquisition costs in the UK down by 44% quarter on quarter to £14

Customer conversion rate up from 11.0% to 12.4% quarter on quarter

Operating cash outflow down 6.4% quarter on quarter. Underlying cash outflow down 15% quarter on quarter

On track to deliver breakeven at an operational level in the UK and France in nine months time.
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